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Trusted Computer System Evaluation Criteria (TCSEC)
DoD 5200.28-STD
Rainbew Series Library.

Common Criteria for Infermation l'echnelogy: Security.
Evaluation (CC)

OS CC Protection Profile

CIM (Consistency: Instruction Manual for development
of US Government Protection Profiles)




Protecion Profile(1)

s CAPP (Controlled Access PP) Ver.1.d (Oct./1999)
m TCSEC C2 CE

n LSPP' (Labeled Security PP) Ver.1.b (Oct./1999)
s TCSEC Bl CC

x RBACPP(Role-based Access Control PP) Ver.1.0
(Jul./1998)
m NIST
m FC(Federal Criteria) CS3

Minimum




Protection Profile(2)

s SLOSPP(Single-Level OS PP)

s Medium Robustness

|

m Ver.1.22 (Jun./2001) (
EAL 4+ (CC 2.1)

m Ver.1.67 (Oct./20038) (
EAL 4 (CC 2.1)

= MLOSPP(Multi-Level OS PP)

m Medium Rebustness
|

m Ver.1.22 (May./2001) (
EAL 4+ (CC 2.1)

m Ver.1.68 (Feb./2004) (
EAL 4 (CC 2.1)




Protecion Profile(2)

= SKPP (Separation Kernels PP)
= Highi Robustness
. PR

s Ver0.621 (Jul./2004) (
)




OS Protection Profile

= BSI( ) P.P.

m Discretionary Infermation Elow: Control (SU) V.2.01
(Sep./2002)

m Discretionary Infermation Elow: Controll (MU) V.2.01
(Sep./2002)

P.P.

m [abel-based Access Contrel System Protection Profile
for Government V1.0 (Feb./2004)
US IATF LSPP, MLOSPP




Common Criteria

n ISO/IEC 15408

= JIS X 5070 (2000 )
(JISEC)

(2005 12

(ST:Security
Target) ST ST ( )




MLOSPP V1.65

MAC (
CAPP €« TCSEC C2
LSPP &« JCSEC B1
m BLP

MIIC (
Bipa

CC
COTS(Commercial-off-the-Shelf)

MLOSPP € LSPP
s SLOSPP & CAPP

V1.22 vs V1.68
V1.22




(  )LSPP MLOSPP
a CC(V 2)

Security Audit (FAU)

MLOSPP

Communication (FCO)

User data protection (EDP)

@)

(MAC MIC)

Identification and authentication; (FIA)

O

Securnity management (EMT)

O

Privacy (FPR)

Protection of the TOE functions (FPT)




s [CSEC MLOS PP

s SLOS-PP







s Sarbans Oxley.  SOX




TCSEC

il DEPARTMENT OF DEEENSE TRUSTED COMPUTER
SYSTEM EVALUATION CRITERIA , DOD 5200.28-STD
December 26, 1985,

OS
RittEE//AMAMEESIECoLP/IaRaRESE/Ial/SEEIEY/ICSEC. Pal

2 A Guide to Understanding Audit 1n Trusted System,
Nationall Computer Security: Center, NCSC-1G-001, Librany
NOS-228,470, 28 July 1987
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