( 2005/07/06
(ON)
2006/09/19)

NCSC-TG-001
Library No. S-228,470

5215.1

National Computer Security Center

9800 Savage Road

Fort George G. Meade, MD 20755-6000

Attention: Chief, Computer Security Technical Guidelines
Patrick R. Gallagher, Jr. 28 July 19971987

Director

National Computer Security Center

2005/11/11

(NCSC)

(DoD)



NCSC James N. Menendez

NCSC

( “ the Department of Defense Trusted Computer

System Evaluation Criteria”

oS [1]



S¥YdvnunddddnNNdodddaddoadadngggggddd

Q| m

I ww

11
12
51
52
53

— N o<W

54

NSNS gNNNNEQROm SN0 o ANRDm
O . . .0 . . .0 . . M . . . . . .
© © © © © © © © © © © © © © ©
< Ty}
O

- N o™
(] (o] (o] (]

]
i

-
i

71

= o
—

- &

o
—

72
73
74
75
76

N
-

)
—

S

B

140 L.

81

B

82



83
84
85
86

o 0o

m» B



"should" "shall"

11

DoD DoD
(DoDCSC) 1981

DoDCSC 1985 (National
Computer Security Center)

12
“ the Department of Defense Trusted Computer System
Evaluation Criteria (the Criteria)” ( (
) ) CSC-STD-001-83 1983 8
15 DoD DoD 5200.28-STD
1985 12 5200.28 “ Security Requirements for
Automatic Data Processing (ADP) Systems” ( (ADP)
)
ADP
4 D
C B A (A)
C B
2.

Cc2 Al



Cc2 Al
ADP

[1]

(Subject)

[1]

TCSEC
(Object)
John
John



5.1

(Object)

[2]

5.2

5.3

531

[2]

[2]

ADP

[2]



5.3.2
C2

5.3.3

5.4

(TCB)

@) TCB

@

©)

ADP

TCB

TCB

TCB

Cc2

[2]

Bl

B2

B3



4 C2
B3
¢ shall” ) (* should” )
6.1C2
6.1.1
C2
(Object)
(Object)
( 5 )
6.1.2
C2
(Subject)
( ID)
(Object)
6.1.3
C2 ADP
ADP (Object)



6.2B1

6.2.1
Bl

6.2.2
Bl

(Object)
Bl
(Subject)

6.2.3

Bl
(Object)

6.3B2

6.3.1
B2

6.3.2
B2

6.3.3
B2

ADP

TCB



10
[1]

10 1

6.4 B3

6.4.1
B3

6.4.2
B3

6.4.3
B3 TCB

[1]

10

TCB [5]

[1]

10



6.5A1

6.5.1
Al

6.5.2
Al

6.5.3
Al

7.1

Cc2

Bl

(Object)

7.1.1

Bl

(Object)

Bl

TCB

11

(Object)



7.1.2

1.2

[3]

7.3

12



74

7.5

(DoS)

Cc2

B1)

13

TCB



7.6

8.1

TCB

8.2

14



8.3

8.4

TCB

TCB
[3]

B2

8.5

Cc2

[3]

15

B3

c2



8.6

100%

8.6.1

(ID)

[2]

8.6.2

16



Cc2 TCB

(Object)

(Object)
Bl (Object)

(Administrator) ADP

(Archive)

(Audit)

17

(Object)

[1]

TCB



(Auditor)

[2]
(Audit Mechanism)

(Audit Trail)

[1]
(Auditable Event)

(Authenticated User) ADP
(ADP) (Automatic Data Processing(ADP) System)
[1]
(Category)

( ) [4]

(Covert Channel)
[1]

(Covert Storage Channel)

[1]

(Covert Timing Channel)
( CPU )

[1]

(Flaw)
[1]

(Object)

[1]

18



( [1]
(Object) )

(Post-Selection)
(Pre-Selection)
(Security Level)
1

(Security Policy)

(Security-Relevant Event)

1

(Sensitive Information)

1
1
Information”
(Subject)
1
Subject
(Subject-Sensitivity Level)
4
(System Security Administrator)
4
(TCB) Trusted Computing Base

TCB

TCB TCB
1

(User) 1

19

“ Sensitive



[1] National Computer Security Center, DoD Trusted Computer System Evaluation Criteria,
DoD, DoD 5200.28-STD, 1985.

[2] Gligor, Virgil D., "Guidelines for Trusted Facility Management and Audit,” University of
Maryland, 1985.

[3] Brown, Leonard R., "Guidelines for Audit Log Mechanisms in Secure Computer Systems,"
Technical Report TR-0086A(2770-29)-1, The Aerospace Corporation, 1986.

[4] Subcommittee on Automated Information System Security, Working Group #3,
"Dictionary of Computer Security Terminology," 23 November 1986.

[5] National Computer Security Center, Criterion Interpretation, Report No. C1- C1-02-87,
1987.

20



