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- Open
Government Directive

—Vivek Kundra CIO
(Mar 2009)

data.gov (May 2009)

Apps.gov (Sep 2009)

Cloud "G-Cloud”

Government Cloud

| have started taking part in 2
J posted this item to answer a

5 2/23/2010

Apps.Gov

G SA A Service Provided by G54

— CIO John Suffolk Cloud
Strategy (June 2009)
+ Standardize, Rationalize, and
Simplify
v “G-Cloud” in UK
+ Government Application Store
("G-AS")
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(NIST)
(On-demand self-service)

(Broad network access)

(Resource pooling)

(Rapid elasticity)

(Measured Service)

Source: If applicable, describe source origin
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! * . http://csrc.nist.gov/groups/SNS/cloud-computing/cloud-def-v15.doc
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a style of computing where massively scalable IT-related capabilities are
provided 'as a service' across the Internet to multiple external customers

XaaS: ‘Everything’ as a service

Gartner, 2008
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Digital Enterprise Enterprise Mid market

N=7
0%

Security

Cloud
Reliability

Economics

Internet
bandwidth and
latency

Software
compatibility

Regulation

Integration

Immaturity

Internet reliability

Internal
resistance

N=27 N=5
67% 80% 100%

33% 40% 48%

22% 48% 80%

20% 29% 44%

24% 33%

I

19% 33%

19% 44%

19% 33% 43%

5% 11%

20%

Source: Oliver Wyman Interviews
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TODAY

11

TOMORROW
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PCI DSS
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EU

(PATRIOT Act)
E
->
(SOX )
Payment Card Industry Data Security Standard (PCI-DSS)

Health Insurance Portability and
Accountability Act HIPAA)

EU
EU
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Crime as a Service (aka Dark Cloud, Crime Cloud, etc.)

(
—Amazon AWS : 2009 11 250
— Google AppEngine
—Amazon EC2
0 8 3
0 45
[ ]
Amazon EC2

—*“You, Get Off of My Cloud: Exploring Information Leakage in Third-Party Compute
Clouds,”, by Thomas Ristenpart, et. al., ACM CCS 2009.

~VM ?

—2 ?

— VM

~VM ?
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IBM

IBM

B Tivoli Identity Manager

B Tivoli Access Manager for e-
business

B Tivoli Federated Identity Manager

B |BM Tivoli Access Manager for
Operating Systems
B |[BM ISS Education Service

B |IBM Fidelis XPS
H IBM

B |[BM ISS Proventia Network Mail

H IBME

® |BM Tivoli Security Information and
Event Manager

Security B |[BM WebSphere DataPower
H |IBM Optim H |IBM
B IBM ISS Web B |BM Tivoli Access Manager for

B |IBM Rational AppScan

B IBM Tivoli Security Policy Manager

Enterprise Single Sign-On
W Tivoli Access Manager for e-
business

B IBM ISS Proventia Network
Enterprise Scanner

B IBM ISS Proventia Network IPS

B |IBM ISS Proventia Network Virtual
IPS

B IBM ISS Proventia Server

B IBM ISS Proventia Network Multi-
Function Security

m [BM ISS

W Virtual Server Security for VMware
(VSS)

B |IBM IB-ACCESS
B |IBM Managed Security Services

B IBM Smart Surveillance Solution

2010 1BM Caornora tion
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IBM Virtual Server Security for VMware (VSS)

IBM Virtual Server Security for VMware® |

IBM Virtual Server
Security for VMware

1. X-Force Virtual Patch

o VM VM
2.
o
by X-Force & IBM Research
3.
Rootkit
o VM
VNAC
4.
(ON Agent VSS
© 2010 IBM Corporgign
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: UserlD/Password

(e

: OpenlD

ai : SAML

+ UserID/Password, OpenID, SAML, etc.

— ( . IBM Tivoli Federated Identity Manager)

+ Kantara Initiative (
+ OASIS Identity in the Clouds TC

21

Open Community)
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Web

= Web 2.0
= SaaS
. (ACF: Active Saag
Content Filter)
. (JSON,
RSS/Atom, Flash ...)
. (SMash)

© 2010 IBM Corporation
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Security as a Service:

= “Security as a service refers to the practice of delivering
traditional security applications as an Internet-based service,
on-demand, to consumers and businesses.” (Wikipedia)

= Managed Security Service

= Security as a Service
— Anti-* suite

IBM Rational AppScan OnDemand

23 © 2010 IBM Corporation
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= ASP SaaS
— http://www.fmmc.or.jp/asp-nintei/
_ *1
— ASP SaaS
— ISMS
— SAS 70 -- SOX 404

= SLA(
— SaaS SLA *2

» |SO/IEC 27001
*1 http://www.soumu.go.jp/menu_news/s-news/2007/071127_3.html © 2010 IBM Corporation

*2 http://www.meti.go.jp/press/20080121004/20080121004.html
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“Cloud Security Is a tractable problem”

NIST: Presentation on Effectively and Securely Using the Cloud
Computing Paradigm v26

SLA

© 2010 IBM Corporation
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