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Category: Transmission Operations
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Privacy Uze Case #36

Scenario: Real-Time Momal Transmizzion Operations Using Energy Management System (EMS) Applications
and SCADA Data

Category Description

Transmission operations involve monitoring and controlling the transmission system wsing the SCADA system
to monitor and control equipment in ransmission substations. The EMS assesses the state of the tranasmizssion
system using applications typically baged on transmission power flow models. The SCADA/EMS is located in
the utility’s control center, while the key equipment is located in the transmission substations. Protective
relaying equipment monitors the health of the transmission system and takes comective action within a few
millizeconds, such as tripping circuit breakers if power system anomalies are detected.

Scenario Description
Transmission normal real-time operations involve monitoring and controlling the ransmission system using the
SCADA and EMS. The types of information exchanged include—

Monitored eguipment states (openiclose), alarms (overheat, overoad, battery level, capacity), and
measursments (current, voltage, frequency, energy).

Operator command and control actions, such as supenisory control of switching operations, setuploptions of
EMS functions, and preparation for storm conditions.

Closed-loop actions, such ag protective relaying tripping circuit breakers upon power system anomalies.
Automation system controls voltage, VAR, and power flow based on algorithms, real-time data, and network
linked capacitive and reactive components.
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Data Privacy Recommendations

Mo personal data, or information that could point to an individual or specific account, is involved within this use

Case.
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Serial No. [SG L=t J
Fp—F ° VA Fa )7 4 BFA 11213456789 |10[11(12(13[14|15[16(17(18(19(20(21|22

SG.AC-5 |InformationFlow Enforcement
SGAC-6  |Separation of Duties Applies at moderate and high impact levels
SG.AC-8 |Unsuccessful Login Attempts Applies at all impact levels

S AC-10 |Previous Logon Notification
SG.AC-11 |Concurrent Session Control

SG.AC-12 |Session Lock H H L L |H
Access Control SG AC-13 Eemo.te S;fiﬂ_n Tern_:lti.]l;lation M M
(SG.AC) SGAC-14 [; cYmitted Actions without H|H [H|H = [H MMM E HEMMEHE| HHEHH
Identification or Authentication
SG.AC-16 |Wireless Access Restrictions Applies at all impact levels
Use of External Information Control |[Applies at all impact levels with additional requirement
SG.AC-18 L.
Systems enhancements at moderate and high impact levels
S AC-19 |Control System Access Restrictions  |Applies at all impact levels
S AC-20 |Publicly Accessible Content Applies at all impact levels
S5G.AC-21 [Passwords Applies at all impact levels
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=2 NIST Framework & (3 ?

NIST (National Institute of Standards
and Technology) KEEIZ{FRAERTTRITAADS.
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7—2& UT. Cybersecurity Framework
Version 1.0 2014528 (C/ R
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=2, NIST Framework [177]

Framework Core

Subcategories Informative References
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FHEHE DL ETEETS

$7 7Y —

ID.AM-1L AN OB T NAZAB IO AT DA
AR

)7 - %5 (ID)

CCScCsC1

COBIT 5 BAI09.01, BAI09.02

ISA 62443-2-1:2009 4.2.3.4

ISA 62443-3-3:2013 SR 7.8

ISO/IEC 27001:2013 A.8.1.1, A.8.1.2
NIST SP 800-53 Rev. 4 CM-8

ID.AM-2: RN DY 7 T =7 7T 7 A — BB L)
TV —ar A RN LB A

CCSCsC 2

COBIT 5 BAI09.01, BAI09.02, BAI09.05
ISA 62443-2-1:2009 4.2.3.4

ISA 62443-3-3:2013 SR 7.8

ISO/IEC 27001:2013 A.8.1.1, A8.1.2
NIST SP 800-53 Rev. 4 CM-8

IDAM-3: /D32 =r—arBINTFT —F# 70—
Ve A/ A IV

CCScCsC1

COBIT 5 DSS05.02

ISA 62443-2-1:2009 4.2.3.4
ISO/IEC 27001:2013 A.13.2.1

NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9, PL-8

ID.AM-4: SN G s AT b B2a s kT %

COBIT 5 AP002.02
ISO/IEC 27001:2013 A.11.2.6
NIST SP 800-53 Rev. 4 AC-20, SA-9

ID.AM-5: 735, EEE B IO VR AMEIZES
TV —=A(JlZT =R =T | TSR, T —H
BEOY T =7 ) [N A3 E T D

COBIT 5 APO03.03, APO03.04, BAI09.02
ISA 62443-2-1:2009 4.2.3.6

ISO/IEC 27001:2013 A.8.2.1

NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14

ID.AM-6: T X TOREEBBLOFIEREROHLEFE =
(e 22, B TIAY R, S— M) DY 1

N —tX 2T BT A&EE (m— L) BLOE B &k
RVAC I

COBIT 5 AP0O01.02, DSS06.03

ISA 62443-2-1:2009 4.3.2.3.3

ISO/IEC 27001:2013 A.6.1.1

NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-11
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