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http://www.trendmicro.co.jp/cloud-content/jp/pdfs/security-intelligence/threat-report/pdf-sr2016-annual-20170321-03.pdf?cm_sp=threat-_-asr2016-_-lp-btn
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Microsoft acquires ...

https://en.wikipedia.org/wiki/List_of_mergers_and_acquisitions_by_Microsoft

163 May 1, 2014 GreenButton Cloud computing &l New Zealand — [185]
164 May 1, 2014 Capptain (Mobile) application development I I France -~ [186]
165 July 2, 2014 SyntaxTree Developer tools I I France — [187]
166 July 11, 2014 InMage Disaster recovery solutions E= United States — [188]
167 August 1, 2014 Inception Mobile Inc. Softy . aad — [189]
168 e — R [y Microsoft Advanced Threat Analytics R e
169 November 13, 2014 | Aorato Enterprise Security & machine learning == Israel — [191]
1170 | December 2, 2014 IAcompli | Mobile Email Apps | == United States — [192]
171 December 11, 2014 | HockeyApp Mobile Beta Distri baadi . B Germany -~ [193]
172 January 20, 2015 | Equivio Text Analytics Ser® Outlook Mobile = Israel — [194]
173 January 23, 2015 Revolution Analytics Statistical computing and predictive analytics B= United States — [195]
174 February 4, 2015 Sunrise Atelier, Inc. Sunrise Calendar applications B= United States 100,000,000 [196]
175 February 12, 2015 | N-trig Styli and pen input hardware and software —= Israel 200,000,000 [197]
176 March 26, 2015 LiveLoop PowerPoint collaboration E= United States — [198]
177 April 14, 2015 Datazen Software, Inc. Mobile business intelligence & Data visualization I+l Canada - [199]
178 June 2, 2015 6Wunderkinder GmbH Wunderlist to-do list applications B Germany — [200]
179 June 10, 2015 BlueStripe Software Application management == United States — [201]
180 Julv 16. 2015 FieldOne Svstems LLC Enterorise Field Service B= |nited States — [202]
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MIcroso

Cacquires ...

https://en.wikipedia.org/wiki/List_of_mergers_and_acquisitions_by_Microsoft

185 September 28, 2015  Adxstudio Inc. Web portal and application lifecycle management solutions | j%ll Canada — (208]

186 October 2, 2015 Telekinesys Research Ltd. Game technology land — (209]

187 November 5, 2015 | Mobile Data Labs, Inc. MileIQ, a mileage W Ohited States = [210]

188 November 9, 2015 | Secure Islands Technologies Ltd. Data protection —_ Israel — (211]

189 December 18, 2015  Metanautix Big Data Analytics = United States = (212] B
190 December 21, 2015 Talko, Inc. Mobile communications = United States = (213]

191 January 19, 2016 Teacher Gaming LLC Education software == Finland = (214]

192 February 3, 2016 TouchType, Ltd. SwiftKey, a keyboard productivi i i 250,000,000 [215][216][217]
193 February 9, 2016 Groove Music Discovery = [218]

194 February 24, 2016 | Xamarin Mobhile application development B= nited States — [2191[220][221](222] |
195 May 3, 2016 Solair Internet of Things platform B 1 Italy — [223]

196 August 8, 2016 Beam (now known as Mixer) Video game streaming E= United States — [224](225]

197 August 20, 2016 Genee Al-powered scheduling assistant service B= |nited States —

198 December 8, 2016 | LinkedIn Professional Networking Service E= United States | 26,200,000,000 [226]

199 January 13, 2017 Maluuba Artificial Intelligence 1+l Canada — [227]

200 January 17, 2017 Simplygon 3D Gaming BB Sweden — [228]

2o Aprl 10,2017 |Des Sldla  \\indows Defender Advanced Threat Protection [k

202 April 18, 2017 Intentional Software Collaborative ProducCtiVITY Bl B=UNted state —

203 June 8, 2017 Hexadite Cybersecurity == Israel 100,000,000 [232]

204 June 28, 2017 Cloudyn® Cloud Business Management —= Israel 50,000,000 | [233] i
205 August 15, 2017 Cycle Computing@ Cloud HPC B= United States [234]

206 October 3, 2017 AltspaceVR Virtual reality B= United States [235]

207 November 7, 2017  SWNG Cinemagraphic photo app B= United States [236][237]
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Windows as a Service
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Windows 10 Ot 1 U5 #EE
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BEF)L & STRIDE

« 12D FFXU (Spoofing identity) m 55 (Authentication)
 E¥E A (Tampering with data) » T2 (Integrity)

» %552 (Repudiation) » FEEER(Non-Repudiation)
o [BERIRA L) (Information disclosure) = FHETE(Confidentially)

« H—E X$EZ (Denial of service) = BIR%(Availability)

« FHEDH

& (Elevation of privilege) = 28] (Authorization)
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Microsoft
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FIDO — The Fast Identity Online Alliance
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FIDO + Biometrics
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Web Authentication:

FI DO 2 . O An API for accessing Public Key

Credentials
https://w3c.github.io/webauthn/ Level 1

Editor’s Draft, 22 November 2017/
ol L =3= — = 4=
BYAE(C O —H—REFEITS S

(: . gﬁ}gb\‘—% < . Ié:_’:_,fb éﬂj:: https://w3c.github.io/webauthn/

Latest published version:

Scoped (tl:%I_IEO)WEBTjIJ (:;(\:I' https://www.w3.org/TR/webauthn/

Previous Versions:

a_ 5 ) C red e nt| a | j&'ffﬁﬁﬁ a_ 5 &) https://www.w3.0rg/TR/2017/WD-webauthn-20170811/

https://www.w3.0org/TR/2017/WD-webauthn-20170505/
0) AP| (: Ba g‘ 51:':1:’% https://www.w3.0rg/TR/2017/WD-webauthn-20170216/
https://www.w3.0org/TR/2016/WD-webauthn-20161207/
https://www.w3.org/TR/2016/WD-webauthn-20160928/
https://www.w3.0org/TR/2016/WD-webauthn-20160902/
https://www.w3.org/TR/2016/WD-webauthn-20160531/

Issue Tracking:
Github

Editors:
Vijay Bharadwaj (Microsoft)

Hubert Le Van Gong (PayPal)
Dirk Balfanz (Google)

Alexei Czeskis (Google)

Arnar Birgisson (Google)

Jeff Hodges (PayPal)

Michael B. Jones (Microsoft)
Rolf Lindemann (Nok Nok Labs)
J.C. Jones (Mozilla)

Tests:
web-platform-tests webauthn/ (ongoing work)

Copyright © 2017 W3C® (MIT, ERCIM, Keio, Beihang). W3C liability, trademark and document use rules apply.
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Endpoint Detection Response (EDR)
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Surface Memory and Disk Components

« No DMA port
« Non removable SSD
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© 2017 Microsoft Corporation. All rights reserved.
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Azure: The Trusted Cloud
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http://www.asd.gov.au/infosec/irap/index.htm
https://www.fisc.or.jp/

