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OEFA—vIY EOFA RER) ORBRAET
PIEEERELTDIT/NYFY BZAMAIZLT160075 A ~32005 M L+
o INYELH AT RRID ZERODIUM Payouts for Desktops/Servers’ o
INGINDUTATRE
MSEEDORENEERIT,
e DarkWeb® &>57%%
ITvIR—rIbTE s
Mess R E RN T E e B D
—RBEIELTOREEL o |

N - N i ) o SBX RCE+LPE RCE+LPE
;ﬂ; 2“ F.:'-X_ ' - J: ) 'C I_-F] i,z_ Jﬁ }E 75\ $80,000 RCE-+LP im RCE+LPE w/o S I -
=, MENESNT D, N

Up to Antivirus
$50,000 RCE

I Windows RCE: Remote Code Execution
B mac0s LPE: Local Privilege Escalation win
N Linux SBX: Sandbox Escape or Bypass
Any OS VME: Virtual Machine Escape b
Chrome MS IS

RCE+LPE RCE

h| P2

500 h|

5004 N 5005

Word/Excel s P i WordPress

RCE RCE RCE

Win Win Linux:

Al

t RSSIERR S0 5 2 A i e [t
BE I ko CERETTE | .
iﬁ%rl <7\ / \:/9_J :E) Up to I":\ntivirus IPS Suite

$10,000 LPE RCE

‘Win Linux|
* All payouts are subject to change or cancellation without notice, at the discretion of ZERODIUM. All trademariks are the property of their respective owners. 2017/08 @ zerodium.com
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®[Picking Bluetooth Low Energy Locks from a Quater Mile Away]
®BluetoothZ{EFAAL TEIET A RY— OV D HEERIZPREL

> 16BN AT — Oy E mERE
Vi ETOE S TYO VAV E 2N 5 2Y))
O EMINLI-E DT T4t KA HEH
> INAT—REEXTHFANTRERE
> BT 2% ER-BETHE THEE
> EEDT—A%2IET HERGE (T IAILR) IREEIZRBT
O/ \YX T TELEM>T=TE D
> INAT—FDEXIE (16-20F) R U RELEHE
> @)% AESIE 51k
> ZERBILDER
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>>> Vulnerable Devices

= Nr—1 — ~

s EATMRKY
(B8 : https://media.defcon.org/DEF%20CON%2024
/DEF%20CON%2024%20presentations/DEFCON-24-Rose-Ramsey-
Picking-Bluetooth-Low-Energy-Locks-UPDATED.pdf )
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[E/1ZFIIANOTVDSZOKRE

®[All Your Things Are Belong To Us]
O22fFFED T /INA RIZxT B/ \vF 2T BT E 44l
> AX—hTLEBWebhAS, ARL— | WiFi APE
> FRE LexploiteersA /N(AL T DNy h—EH])
> 3EFNZBDREDTNARIZHT B/ THE
OffESEE D F 0 (1EEFE) (TN—F Dz T7/N\yFT
> YIBEHRE R FALT=RootiEFR D EVF AT ESH A A[RESH
> FOMDOEHEIEL. FELR—FEIZTenet) NODFIEOST A OT7T) DI 1S

Arfiazion Tap Flash Grounding Lutron L-BDG2-WH Caseta Smart Bridge

= Lower Resistor next ta TP27 ( . * Features an unlabeled UART
- interface
* Ground during boot

T start

* After U-Boot starty printing out * Drops to a root shell..

* Digging around the filesystem
and app, private ssh keys for
communication with box and

3 v
= Write to memory and execute extarnal serve

R e mfm . e
BAR—bPOFEIE, YIB I EEAN DI H

o BMEOEEANTAEEEMICTAETCLEY

* Drops to U-Boot Shell
* Defeats the ttmeout

Ironment variables




ORYMNMRERRED /Ny FT T

® XiaomiD ORYMNMERHEEZF 2 fEL T
IN—R DT T ROT7— LT T %34T
>HDEFDY IR T HABFIEINTEY., BAHLES
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> AEYFIZEZEELH L0, BEEHOIBHEEM
TILDITHBDHIAATESET HET,. F=ZHEDEFEE
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> Xiaomait ¥ 1) T4 F—LIZIEXHEFHT.
ARSI TIEIE FH
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BHOMBFEDEA DO EITESREES

oL U X 1B & H (HP-Officejet Pro) IZxt g B/ \vF 25
»>Web LIZABASNTWNAEWI7— LD T7Z AF -7 ShowMeYouermware'
> BEICARSNhTOERBIHERTORAIYICHA [

> NEBEZ AL TUTDZaxER
* FAXDIRIEITIOAREZT —H-REFILET.
ZTOEFRET HHEHRIC
« HP# DBV I+ 7IZHETEENHY.
BRI E—FI—FDETHARE
>R ELTFAXEE ST TESREIC
O RZEESEME[EEEEY .
FHOWM-I-EEHIEHRATHRAPCEAD
TILO 7RSO EE

SERIAL
DEBUG

JTAG

ENORBEIEASHEZET. BEICBHZEE
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®2016F 108 [CloTHsRIZBZE T 57 ILI 7 [Mirai 1N E 5
> RYRT—HOAATE TS THEEE M IS A B B, B - BN IR E L1 5,
> B - #EBE M — [T Twitter. AmazonZFEDWebH A FE I EE (DDoSHEE) L.
—EDY—ERANT D, MELTT14v91L700GbpsIZH,

> TIL YT Mirai |IZBAREB D F(ZL>TY—Xa—FAXEIhTEY.
HTEAHEEAENDIKREIZ,

oREAMLE T REIE ? AL

> Telnett(R—b XA —T > A o&" :

> ID/Password)/\—k3—F Mirakbbtnet, a DDOS mqhtmafe
o [Mirai [IZRELIm,anAHEOE 7138 turning Internet of Things

A—H—IEH LA ASOIPAASDI— )L A FHA, Lrwto Botnet of things

ID/Password®/\—Ra—K[Z&Y . B LIS Z \-

BEAENTFEEET, H B : https://cybersecurity-
index.com/2016/10/29/mirai-iot-botnet-software/
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O )Ly T7 Mirail[F/N\FV =y oB GEEZEMEL TV,

add_auth_entry (™58 x4\ 4D K56™, "WSALA I \K1IT\x13\x13", 18); // root xC3511
add_auth_entry (" w580\ xAD WA K567, " \WwWEAAB WS EGAWKSS ", 9);
add auth entry(™\x58\x4D\x4DNx56", "\ w43\ k36 \ AP\ xaB\xaC", 8):

add_auth emtrvi™\x43WwdA\vAF L wARYwAr®  mLaw130 180 w131 e1En - 1. 77 admin 1234

e

=" add_auth_entry (" \x43% 36 \edFlocdBiocdC™, ™l 3811\ x164\x17", 1); // admin

IP Cameras Default Passwords
Directory

Author: Ethan Ace, Published on May 28, 2016

Finding an IP camera's default password can be tedlous or aggravating. And keeping up with

changes in newer firmwares can be difficult, especially for occasional users. R e

* Northern: Previously admin/12345, but firmware 5.3.0 and up requires unique password

With that in mind, we have gathered this list of IP camera manufacturers and thei SrestEa
usernames and passwords to help users get started more quickly. After the lig - . . ) .
* Panasonic: Previously admin/12345, but firmware 2.40 requires username/password creation
changes by manufacturers as well as password security issues.
o PEeTeSeRsemadmin/admin
[Don't miss downlpading our free IP video survelllance book.] e Pixord: admin/admin
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02016 FERM D201 7TEIZMTTIUH LI T HNRIT
> Windows D B & ({E1E & #&) DM 554 ZJH > Wannacry |
> BRND TG EIEL-FEHE

« RUABRILTE BEY A —ZJUFRBEIEIE, L/ —F&1
- BT IL—TIIHeRICEE

o FRIMDAEBILFETIISTIL, WifilgexF>a—E—*A—HD
REIRATAREYO—XRGERYRT— 7L..,%L,t$15'l%(2017¢8ﬁ) ) {8 e

B S e e
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OSUY LIITIERBEDEFAA—I 3y
> 3FEHIMFEFENIBAEDSUY LIITIZEDEEEDRNH A EK (Blackhat USA 2017)
« KREFRLM-Locky (8.71EF) . Cerber (7.7 (£t IZA—IL OWebfEH
e WannaCrylEZf91FAH & BIZLERT/NEE

« —AT2016FEMNETH LI FICH LTI TS TRRIZRLSI—HHIEZ /-
s
—
- I III
wvonfo. AL A e reR000e08 R 5 ¢
wcyfoere L %3BT8 RBRLRRT RN
system 1S dominated Dy a rew Kingpmns 1 2016 ransomware became a multi-million S business

S Y LYIF OIER B é‘t#é HEESHI
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2015 (C I BB EFEIRIERETREGRE F ENRESNEEEIC
54 A5—%t D Cherokeel ZHEEH SN TS EH HUconnect I ZHE 554 A
HY. E£T=. UconnectIZIZIPTRL AMEIYIRGN TN =5, =@t hon
WEMNAIREETE ST,
oS40 TYTT—rHAEEL I -I=1=8 . EHH140FE (IR L T
—ILOEE, )a—I)LERBFEITTIEGL A—HDO%MICHEZEN H -,
HEEERANDENSELH. /\WwFx T TEIBRIERTBEL i ‘ o
EHNIEN=CEIEBEFEN\NYT VT DOMET EITAFEE(C (B1F:20154F Blackhat DEFCONS&E & ¥ &)
BEITWELGYBREIETHOMN?
FTEIENIX2010FENLARR ER RSN TE-E KA
2010FEDEEFETT LU b REDKohnoKIZE> T, /\WwH T
K VEBEDZERIRELLGIMIXDFERIND, 1=1=L. HEFIL
WEIZHESHBINTIRERTIIRERE CRREET HLLE.
REQHENE I o1,

Fgure I Example bench setup within owr Figum 7, Road testing om a closed coume {2 de-commissioned airpont
| 3 caning n hedme \

e s SIS ST | GBERAOENSEEH, \vEL T TR T RELE
(51 F : http://www.autosec.org/pubs/cars-oakland2010.pdf kb)) 15“ 75\ Eﬁ,?f/bf: - & 'j: g EJJ $ / \‘\J#‘T/O D *%E;& t H: é ﬁ‘:lél: % [
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