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Overview

Description
Evaluation
Prizes

Timeline

Data

i Microsoft

Kernels

Microsoft Malware Classification Challenge (BIG 2015)

Classify malware into families based on file content and characteristics

$16,000 77 teams - 4 years

Discussion  Leaderboard  Rules

March 2018 Update:

when using this dataset, please cite http://arxiv.org/abs/1802.10135

In recent years, the malware industry has become a well organized market involving large amounts of
money. Well funded, multi-player syndicates invest heavily in technologies and capabilities built to evade
traditional protection, requiring anti-malware vendors to develop counter mechanisms for finding and
deactivating them. In the meantime, they inflict real financial and emotional pain to users of computer

systems.

https://www.kaggle.com/c/malware-classification
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Table 1: Malware families in the dataset

Family Name # Train Samples Type

Ramnit 1541 Worm

Lollipop 2478 Adware

Kelihos ver3 2942 Backdoor

Vundo 475 Trojan

Simda 42 Backdoor

Tracur 751 TrojanDownloader
Kelihos _verl 398 Backdoor
Obfuscator. ACY 1228 Any kind of obfuscated malware
Gatak 1013 Backdoor
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Keyboard Acoustic Emanations

Dmitri Asonov

Rakesh Agrawal

IBM Almaden Research Center
650 Harry Road, San Jose, CA 95120, USA
{dasonov,ragrawal}(@us.ibm.com

Abstract

We show that PC keyboards, notebook keyboards, tele-
phone and ATM pads are vulnerable to attacks based on
differentiating the sound emanated by different keys. Our
attack employs a neural network to recognize the key be-
ing pressed. We also investigate why different keys produce
different sounds and provide hints for the design of homo-
phonic keyboards that would be resistant to this type of at-
tack.

1. Introduction

duced by el ic devices have long
been a source for attacks on the security of computer sys-
tems. Past attacks have exploited electromagnetic emana-
tions [6] as well as optical emanations [10, 13]. A

tin amanatinne haua alen hasn avalarad Fae avamala

http://www.davidsalomon.name/CompSec/auxiliary/KybdEmanation.pdf

on these devices can also be compromised using an attack
based on the sounds produced by clicks.

1.1. Paper Layout

Section 2 presents the details of the attack. We explain
how we extract features from the raw acoustic signal pro-
duced by the click of a key on the PC keyboard. These fea-
tures are then used to train the neural network for differen-
tiating the keys. We first show the effectiveness of the at-
tack in distinguishing two keys and then extend the attack
to cover multiple keys.

We show that the differences in typing style have little
impact on the ability of the network to recognize the keys.
This means that the network can be trained on one person
and then used to cavesdrop on another person typing on the
same keyboard. We also show that it is possible to train the
network on one keyboard and then use it to attack another
keyboard of the same type, albeit there is a reduction in the

J— K

3000
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1000
0
-1000
-2000
-3000

-4000 L L L
1.46 1.5 1.54 1.58

seC
Figure 1. The acoustic signal of one click.
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Robust Physical-World Attacks on Deep Learning Models
Kevin Eykholt, lvan Evtimov, Earlence Fernandes, Bo Li, Amir Rahmati, Chaowei Xiao,
Atul Prakash, Tadayoshi Kohno, Dawn Song, https://arxiv.org/abs/1707.08945
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Fredrikson, M., Jha, S., & Ristenpart, T. (2015). Model Inversion Attacks that Exploit Confidence Information and

Basic Countermeasures. Proceedings of the 22nd ACM SIGSAC Conference on Computer and Communications
Security - CCS 15, pp. 1322-1333.
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Copyright SoftRel, LLC 2007
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Table 2-4: Example of ratio of the design review effort EeEsar
PR11 Embedded System development

Reference value

Reference value
range

Measure|
unit

Tolerance

Meaning of the
metric

Calculation
method

Quality Reference guide
Ratio of the Design Review Effort

RDRE

N NQ c HC o
2.00 6.00 10.00 14.00

0.00t06.00 2.00t010.00 6.001t0 14.00 10.00 to 18.00

%

Percentage (two high-order significant digits)

+ Represented as the balance between the process effort for the design
review and process effort spent on design (design process effort).

« As better safety and reliability are required, the design review process
effort increases, as does the design process effort itself. Therefore, a
higher value is not necessarily good but an appropriate value is required.

Review Effort for DEsign/Process Effort for DEsign

RDRE = REDE/PEDE

http://www.ipa.go.jp/files/000028859.pdf
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Abstract—Project ICHIGAN s a voluntary-based attempt to
build a reference IT architecture for local governments. that
can withstand large-scale natural disasters. This architecture is
St 1) M et oot of phasar o (1 i
for priorities on
applcd, and 2) the mciomlitics and services provided by the
IT systems in the suffered arca will be taken over by those
of the “coupled” local government, These features pose specific
challenges on the information security policy, especially because
different policies need to be applied for the different modes. This
paper describes two key clements (o enable the policy; policy
Cconplaies ani deberrod sntbemtication.

1 INTRODICTION

BHRRSING
I

L L= g

ICHIGAN Security — A Security Architecture that
Enables Situation-Based Policy Switching

Hiroshi Maruyama®, Kiyoshi Watanabe!, Sachiko Yoshihama?,
Naohiko Uramoto?. Yoichiro Takehora®, Kazuhiro Minami*
*The Institute of Statistical Mathematics
The Research Organization of Information and Systems
“Tokyo. Japan
Email: hm2@ism.ac.jp, minami.at.uiuc@gmail com
Microsoft Services
Tokyo. Japan
Email: kiwatana @microsoft.com
fIBM Research — Tokyo

Tokyo, Japan
Bl achikoy @jp.bm.com, uramoto@jp.bm.com
xcymu iysmmn Inc.

Tok)
Email: Vun'hlm.Talchnm@ke)-ml‘.wm

that 1) it has the concept of modes depending on the phases of
the situation, and 2) the functionalities and services provided
by the IT systems in the suffered local government will be take
aver by the “coupled” local govemment. These features pose
specific challenges on the information security policy, which
the authors of this paper were responsible for.
A. Motivaing Scenario
Consider the following scenario:
In the year 202X, a combined Tonankai-Nankai
carthquake (may
Tk i

@ https://www.researchgate.net/publication/261338523_ICHIGAN_

et o SO Nt Security_-_A_Security_Architecture_That_Enables_Situation-

. Based_Policy_Switching
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Photo credit: Peg Skorpinski

Artificial Intelligence—The Revolution
Hasn't Happened Yet

Artificial Intelligence (AI) is the mantra of the current era. The phrase is

intoned by technologists, academicians, journalists and venture capitalists

alilza Ac urith manu nhracac that arace Avrar fram tanhninal anadamin fialde
https://medium.com/@mijordan3/artificial-intelligence-the-
revolution-hasnt-happened-yet-5e1d5812ele7
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