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The New ork Eimes

Technology

The systems that run the Siemens software, n::alleu:l[ '|{supervisnr3r control
and data acquisition) systems, are typically not connected to the Internet for
security reaszons, but this virus spreads when an infected USE stick iz inserted into
a cormputer.

Cnce the USE device is plugged into the PC, the wirus scans for a Siemens WinCoc
gystem or another USE device, according to Frank Boldewin, a security analyst
with German IT service provider GAD, who has studied the code. It copies itself to
any USE device it findz, but ifit detects the Siemens software, it immediately

tries tolog in using a default password. COtherwise it does nothing, he zaid in an e-
mail interwiew.

That technique may work, because SCADA systems are often badly configured,
with default passwordz unchanged, Boldewin said.

The wirus was discovered last month by researchers with VirusBlokada, a little-
known antivirus firm based in Belarus, and reported Thursdav by security
blogzer Brian Krebs.
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