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The IT Contorol for Cloud Computing
Grapple to make Common Rules
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Q: Rate the challenges/issues ascribed to the 'cloud'/on-demand model
(1=not significant, 5=very significant)

Security 74.6%
Performance

Availability

Hard to integrate with in-house IT

Not enough ability to customize
Worried on-demand will cost more
Bringing back in-house may be difficult

Regulatory requirements prohibit cloud

Not enough major suppliers yet

T T

0% 10% 20% 30% 40% 50% 60% 70% 80%

% responding 4 or 5
Source: |DC Enterprise Panel, August 2008 n=244
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Compliance Framework

COMPAS Project
(Compliance-driven Models, Languages, and Architectures for Services)
State-of-the-art in the field of compliance languages
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R%4CSA (Cloud Security Alliance) M Security
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Domain 4: Compliance and Audit

* Cloud Provider’s SAS 70 Type II. Providers
should have this audit statement at a
minimum, as it will provide a recognizable
point of reference for auditors and assessors.
Since a SAS 70 Type II audit only assures
that controls are implemented as documented,
it is equally important to understand the
scope of the SAS 70 audit, and whether these
controls meet your requirements.

Cloud Provider’s ISO/IEC 27001/27002

Roadmap. Cloud providers seeking to provide
mission critical services should embrace the
ISO/TEC 27001 standard for information
security management systems. If the provider
has not achieved ISO/IEC 27001 certification,
they should demonstrate alignment with ISO
27002 practices.
- ISO/IEC 27001/27002 Scoping. The Cloud
Security Alliance is issuing an industry call to
action to align cloud providers behind the
ISO/IEC 27001 certification, to assure that
scoping does not omit critical certification
criteria.
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