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5. Security Functional Reguirements

5.

This section contains detailed security functional requirements for the operating systems’
trusted security functions (T SF) supporting single-level systemsin medium robustness
environments. The requirements are applied against the operating system in conjunction
with the underlying hardware that supports it. The requirements contained in this section
are either selected from Part2 of the CC or have been explicitly stated (with short namesin
bold and ending in ““_EXP”). Table 5.1 lists the explicit functional requirementsin this

section.

TOE

TSF

CC Part2
51

_EXP

The cryptographic module plays an important role in the enforcement of the TOE security
policies. For this reason, the cryptographic related requirements contain more detail than
other requirements, in terms of refinements, iterations, and explicitly stated requirements.
Refer to section 1.3 to see the notation and formatting used in this profile.

TOE

13

Table 5.1 - Explicit Functional Requirements

Explicit Component

Component Behavior Name

FCS_BCM_EXP.1

Baseline Cryptographic Module

FCS_CKM_EXP.1

Key Validation and Packaging

FCS_CKM_EXP.2

Cryptographic Key Handling and Storage

FCS_COA _EXP.1

Cryptographic Operations Availability

FCS_COP_EXP.1

Random Number Generation

FDP_IFF_EXP.2(1)

Hierarchical Security Attributes (for Mandatory Access Control)

FDP_IFF_EXP.2(2)

Hierarchical Security Attributes (for Mandatory Integrity Control)

FPT TRC EXP.1 Internal

TSF Data Consistency

FPT _TST EXP.1

TSF Testing

FTP_TRP_EXP.1

Trusted Path
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51—

FCS_BCM_EXP.1

FCS_CKM_EXP.1

FCS_CKM_EXP.2

FCS_COA_EXP.1

FCS_COP_EXP.1

FDP_IFF_EXP.2(1) (for Mandatory Access Control)
FDP_IFF_EXP.2(2) (for Mandatory Integrity Control)
FPT_TRC_EXP.1 Internal | TSF

FPT_TST_EXP.1 TSF

FTP_TRP_EXP.1

5.1 Security Audit (FAU)

5.1 FAU

5.1.1 Security Audit Automatic Response (FAU_ARP)

51.1 FAU_ARP

5.1.1.1 Security Alarms (FAU_ARP.1)
51.1.1

FAU_ARP.1.1 Refinement: Upon detection of a potential security violation, the TSF
shall generate a warning message to the authorized administrator that requires
explicit acknowledgement by the administrator.1

FAU_ARP.1.1 : TSF

Application Note: “Potential security violation” is an activity that, if continued unchecked, would lead to a
security violation (e.g. repeated failed authentication attempts).

13 ”»

5.1.2 Security Audit Data Generation (FAU_GEN)
5.1.2 (FAU_GEN)

5.1.2.1 Audit Data Generation (FAU_GEN.1)

JSSM oS WG2
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51.2.1 ( FAU_GEN. 1)
FAU_GEN.1.1 Refinement: The TSF shall be able to generate an audit record of the
following auditable events: FAU_GEN.1.1

TSF

a) Start-up and shutdown of the audit functions;
a)

b) Start-up and shutdown of the TOE;

b) TOE

¢) Uses of special per missionsthat circumvent the access control policies,
c)

Application Note: These special permissions are typically those often used by authorized administrators.

d) All auditable eventslisted in Table 5.2; and

d 52
€) All other security relevant auditable events for the minimal level of audit.
e

Application Note: For other security relevant functions that are not included in this PP, the ST author defines
aminimal level of audit.

PP ST

Table 5.2 - Auditable Eventsu

Requirement Audit events prompted by requirement

Security Alarms (FAU_ARP.1) « Actions taken to address potential security violations.

Audit Data Generation (none)

(FAU_GEN.1)

User Identity Association (none)

(FAU_GEN.2)

Potential Violation Analysis * Enabling and disabling of any of the analysis mechanisms.

(FAU_SAA.L) » Automated responses provided by the security audit analysis
mechanism.

Audit Review (FAU_SAR.1) * Opening the audit records.

Restricted Audit Review » Unsuccessful attempts to read information from the audit records.

(FAU_SAR.2)

Selectable Audit Review (none)

(FAU_SAR.3)

Selective Audit (FAU_SEL.1) « All modifications to the audit configuration that occur while the audit
collection functions are operating.
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Protected Audit Trail Storage
(FAU_STG.1)

(none)

Prevention of Audit Data Loss
(FAU_STG.4)

« Actions taken due to the audit storage failure.

Explicit: Baseline Cryptographic
Module (FCS_BCM_EXP.1)

(none)

Cryptographic Key Generation
(for symmetric keys)
(FCS_CKM.1(1))

« Failure of the symmetric key generation process12.

* The object attribute(s), and object value(s) excluding any sensitive
information (e.g. secret or private keys).

Cryptographic Key Generation
(for asymmetric keys)
(FCS_CKM.1(2))

« Failure of the asymmetric key generation process9.

* The object attribute(s), and object value(s) excluding any sensitive
information (e.g. secret or private keys).

Cryptographic Key Distribution
(FCS_CKM.2)

« Failure to properly complete the key distribution process9.

* The object attribute(s), and object value(s) excluding any sensitive
information (e.g. secret or private keys).

Cryptographic Key Destruction
(FCS_CKM.4)

« Failure of the key zeroization process9.

* The object attribute(s), and object value(s) excluding any sensitive
information (e.g. secret or private keys).

Explicit: Cryptographic Key
Validation and Packaging
(FCS_CKM_EXP.1)

« Failure of a key validation technique9.

* The object attribute(s), and object value(s) excluding any sensitive
information (e.g. keys).

Explicit: Cryptographic Key
Handling and Storage
(FCS_CKM_EXP.2)

« Failure in key handling or storage9.

* The object attribute(s), and object value(s) excluding any sensitive
information (e.g. secret or private keys).

Cryptographic Operations
Availability (FCS_COA_EXP.1)

(none)

Cryptographic Operation (for
data encryption/decryption)
(FCS_COP.1(2))

« Failure in encryption or decryption9.

* Any applicable cryptographic mode(s) of operation, subject attributes
and object attributes, excluding any sensitive information.

Cryptographic Operation (for
cryptographic signature)
(FCS_COP.1(2))

« Failure in cryptographic signature9.

* Any applicable cryptographic mode(s) of operation, subject attributes
and object attributes, excluding any sensitive information.

Cryptographic Operation (for
cryptographic hashing)
(FCS_COP.1(3))

« Failure in hashing function9.

* Any applicable cryptographic mode(s) of operation, subject attributes
and object attributes, excluding any sensitive information.

Cryptographic Operation (for
cryptographic key agreement)
(FCS_COP.1(4))

« Failure in cryptographic key exchange9.

* Any applicable cryptographic mode(s) of operation, subject attributes
and object attributes, excluding any sensitive information.

Explicit: Random Number
Generation (FCS_COP_EXP.1)

« Failure in the randomization process9.
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Complete Access Control
(FDP_ACC.2)

(none)

Security Attribute Based Access
Control (FDP_ACF.1)

« All requests to perform an operation on an object covered by the
SFP.

Export of User Data With
Security Attributes (FDP_ETC.2)

« All attempts to export information.

Complete Information flow (none)
control (for Mandatory Access
Control Policy) (FDP_IFC.2(1))
Complete Information flow (none)

control (for Mandatory Integrity
Control Policy) (FDP_IFC.2(2))

Hierarchical Security Attributes
(for Mandatory Access Control)
(FDP_IFF_EXP.2(1))

« All decisions on requests for information flow.

Hierarchical Security Attributes
(for Mandatory Integrity Control)
(FDP_IFF_EXP.2(2))

« All decisions on requests for information flow.

Limited lllicit information Flows
(FDP_IFF.3)

« All decisions on requests for information flow.
* The use of identified illicit information flow channels.

Import of User Data Without
Security Attributes (FDP_ITC.1)

« All attempts to import user data.

Import of User Data With Security
Attributes (FDP_ITC.2)

« All attempts to import user data, including any security attributes.

Full Residual Information
Protection (FDP_RIP.2)

(none)

Authentication Failure Handling
(FIA_AFL.1)

* The reaching of the threshold for the unsuccessful authentication
attempts and the actions (e.g. disabling of a terminal) taken and the
subsequent, if appropriate, restoration to the normal state (e.g.
re-enabling of a terminal).

User Attribute Definition (none)

(FIA_ATD.1)

Verification of Secrets * Rejection or acceptance by the TSF of any tested secret.
(FIA_SOS.1)

Timing of Authentication « All use of the authentication mechanism.

(FIA_UAU.1)

Re-authenticating (FIA_UAU.6)

« All re-authentication attempts.

Protected Authentication
Feedback (FIA_UAU.7)

(none)

Timing of Identification
(FIA_UID.1)

« All use of the user identification mechanism, including the user
identity provided.

JSSM oS WG2
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User-Subject Binding
(FIA_USB.1)

» Success and failure of binding of user security attributes to a subject
(e.g. success and failure to create of a subject).

Management of Security
Functions Behavior (for
specification of auditable events)
(FMT_MOF.1(1))

« All modifications in the behavior of the functions in the TSF.

Management of Security
Functions Behavior (for
authentication data)
(FMT_MOF.1(2))

« All modifications in the behavior of the functions in the TSF.

Management of Security
Attributes (for Discretionary
Access Control)
(FMT_MSA.1(1))

« All modifications of the values of security attributes.

Management of Security
Attributes (for Mandatory Access
Control) (FMT_MSA.1(2))

« All modifications of the values of security attributes.

Management of Security
Attributes (for Mandatory
Integrity Control)
(FMT_MSA.1(3))

« All modifications of the values of security attributes.

Secure Security Attributes
(FMT_MSA.2)

« All offered and rejected values for a security attribute.

Static Attributes Initialization
(FMT_MSA.3)

» Modifications of the default setting of permissive or restrictive rules.
+ All modifications of the initial values of security attributes.

Management of TSF Data (for
general TSF data)
(FMT_MTD.1(1))

« All modifications of the values of TSF data.

Management of TSF Data (for
audit data) (FMT_MTD.1(2))

« All modifications of the values of audit data.

Management of TSF Data (for
previously written audit records)
(FMT_MTD.1(3))

(none)

Management of TSF Data (for
initialization of user security
attributes) (FMT_MTD.1(4))

« All initializations of the values of user security attributes.

Management of TSF Data (for
modification of user security
attributes, other than
authentication data)
(FMT_MTD.1(5))

« All modifications of the values of user security attributes.

Management of TSF Data (for
modification of authentication
data) (FMT_MTD.1(6))

« All actions associated with modifications of the values of
authentication data.
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Management of TSF Data (for
reading of authentication data)
(FMT_MTD.1(7))

(none)

Management of TSF Data (for
critical cryptographic security
parameters) (FMT_MTD.1(8))

« All actions associated with modifications of the values of critical
cryptographic security parameters.

Revocation (to authorized
administrators) (FMT_REV.1(1))

« All attempts to revoke security attributes.

Revocation (to owners and
authorized administrators)
(FMT_REV.1(2))

« All attempts to revoke security attributes.

Time-Limited Authorization
(FMT_SAE.1)

« Specification of the expiration time for an attribute.
« Action taken due to attribute expiration.

Security Roles (FMT_SMR.2)

* Modifications to the group of users that are part of a role.

Assuming Roles (FMT_SMR.3)

* Explicit requests to assume a role.

» Use of any function restricted to an authorized administrator role
(identified in FMT_SMR.2).

Abstract Machine Testing
(FPT_AMT.1)

» Execution of the tests of the underlying machine and the results of
the tests.

Basic Internal TSF Data Transfer
Protection (FPT_ITT.1)

(none)

TSF Data Integrity Monitoring
(FPT_ITT.3)

« Detection of modification of TSF data.

Manual Recovery (FPT_RCV.1)

* The fact that a failure or service discontinuity occurred.
* Resumption of the regular operation.
* Type of failure or service discontinuity

Replay Detection (FPT_RPL.1)

* Detected replay

Non-Bypassability of the TSF (none)

(FPT_RVM.1)

SFP Domain Separation (none)

(FPT_SEP.2)

Reliable Time Stamps » Changes to the time.
(FPT_STM.1)

Internal TSF Data Consistency
(FPT_TRC_EXP.1)

* Any detection of inconsistency between TSF data.

TSF Testing (FPT_TST_EXP.1)

* Execution of the TSF self tests and the results of the tests.

TSF Testing (for cryptography)
(FPT_TST.1(1))

» Execution of the cryptography self tests and the results of the tests.

JSSM oS WG2
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TSF Testing (for key generation
components) (FPT_TST.1(2))

» Execution of the key generation component self tests and the results
of the tests.

Maximum Quotas (for persistent
storage) (FRU_RSA.1(1))

* Rejection of allocation operation due to persistent storage limits.

Maximum Quotas (for system
memory) (FRU_RSA.1(2))

* Rejection of allocation operation due to percentage of system
memory limits.

Maximum Quotas (for processing
time) (FRU_RSA.1(3))

* Rejection of allocation operation due to processing time limits.

Limitation on scope of selectable
attributes (FTA_LSA.1)

« All attempts at selecting a session security attribute.

Basic limitation on multiple
concurrent sessions
(FTA_MCS.1)

* Rejection of a new session based on the limitation of multiple
concurrent sessions.

TSF-Initiated Session Locking
(FTA_SSL.1)

* Locking of an interactive session by the session locking mechanism.
* Any attempts at unlocking of an interactive session.

User-Initiated Locking

* Locking of an interactive session by the session locking mechanism.

(FTA_SSL.2) * Any attempts at unlocking of an interactive session.
Default TOE Access Banners (none)

(FTA_TAB.1)

TOE Access History (none)

(FTA_TAH.1)

TOE Session Establishment
(FTA TSE.1)

« All attempts at establishment of a user session.

Trusted Path (FTP_TRP_EXP.1)

« All attempted uses of the trusted path functions.

« Identification of the user associated with all trusted path failures, if
available.

52- 1
(FAU_ARP.1) |-
(FAU_GEN.1) ( )
( )
(FAU_GEN.2)
(FAU_SAA.1) .
(FAU_SAR.1) .
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(FAU_SAR.2)

(FAU_SAR.3)

(FAU_SEL.1) .

(FAU_STG.1)

(FAU_STG.4)

(FCS BCM_EXP.1)

(FCS_CKM.1(1))

(FCS_CKM.1(2))

(FCS_CKM.2) .

(FCS_CKM.4) .

(FCS_CKM_EXP.1)

(FCS_CKM_EXP.2) .

(FCS_COA_EXP.1)

(FCS_COP.1(1)) .
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(FCS_COP.1(2)) .

(FCS_COP.1(3)) ]

(FCS_COP.1(4)) .

(FCS_COP_EXP.1)

(FDP_ACC2) | ()

. SFP
(FDP_ACF.1)

(FDP_ETC.2)

(FDP_IFC2(1))

(FDP_IFC2(2))

(FDP_IFF_EXP.2(1))

(FDP_IFF_EXP.2(2))

(FDP_IFF.3)

(FDP_ITC.1)

Import of User Data With Security | «
Attributes

(FDP_ITC.2)
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(12/92)




MLOSPP Version 1.68

(FDP_RIP.2)

(FIA_AFL.1)

(FIA_ATD.1)

(FIA_SOS.1)

TSF

(FIA_UAU.1)

(FIA_UAU.6)

(FIA_UAU.7)

(FIA_UID.1)

(FIA_USB.1)

(FMT_MOF.1(1))

« TSF

(FMT_MOF.1(2))

« TSF

(FMT_MSA.1(1))

(FMT_MSA.1(2))

(FMT_MSA.1(3))

(FMT_MSA.2)

(FMT_MSA.3)

JSSM oS WG2
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TSF TSF
(FMT_MTD.1(1))

TSF

TSF
(FMT_MTD.1(2))

TSF

(FMT_MTD.1(3))

TSF

(FMT_MTD.1(4))

TSF

(FMT_MTD.1(5))

TSF

(FMT_MTD.1(6))

TSF

(FMT_MTD.1(7))

TSF

(FMT_MTD.1(8))

(FMT_REV.1(1))

(FMT_REV.1(2))

(FMT_SAE.])

(FMT_SMR.2)

(FMT_SMR.3)

FMT_SMR.2

(FPT_AMT.1)

JSSM oS WG2
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TSF
(FPT_ITT.2)

TSF
(FPT_ITT.3)

TSF

(FPT_RCV.1)

(FPT_RPL.1)

TSF
(FPT_RVM.1)

SFP (FPT_SEP.2)

(FPT_STM.1)

TSF
(FPT_TRC_EXP.1)

TSF

TSF (FPT_TST_EXP.1)

TSF

TSF
(FPT_TST.1(1))

TSF
(FPT_TST.1(2))

(FRU_RSA.1(1))

(FRU_RSA.1(2))

(FRU_RSA.1(3))

(FTA_LSA.L)

(FTA_MCS.)

TSF
(FTA_SSL.1)

JSSM oS WG2
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(FTA_SSL.2)
TOE ( )
(FTA_TAB.1)
TOE (FTA_TAH.L) | ()
TOE .
(FTA_TSE.1)
(FTP_TRP_EXP.1) .

“Not al listed events must be captured in separate audit records but the capability must exist to query the
audit data based on any individual event.

11

12Typically, upon detection of a crypto-related failure, a system indication should be generated, and the
system should transition to a known safe (secure) state. The generation of an audit log can provide a
mechanism for capturing more information about a failed event. The exact content of the crypto-related audit
log is implementation-dependent. However, the log should include information that could help pinpoint the
part of the crypto-related process that failed, but without compromising the value of any critica cryptographic
security parameters. In addition, the audit record requirements specified in FAU_GEN.1.2 should be
considered and included where appropriate. As a simple example, detection of a key checkword error during
an interna transfer of key might be implemented as follows. Generate a “Bad Key” error message to the
system, prevent use of the bad key and zeroize it, and generate an audit record that includes the date of the
event, the time of the event, “key checkword error”, bad key ID tag or subject/user associated with the bad
key, and “failed key transfer during internal handling”.

12

FAU_GEN.1.2

Bad Key

FAU_GEN.1.2 The TSF shall record within each audit record at least the following
information:

JSSM oS WG2
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FAU_GEN.1.2 TSF

a) Date and time of the event, type of event, subject identity, and the outcome (success or failure) of
the event; and

a)

Application Note: “Subject identity” means user identity associated with the subject.

Application Note: For alarms, type of event refers to the cause of what triggered the alarm (not merely the
fact that an alarm was triggered).

b) For each audit event type, based on the auditable event definitions of the functional components
included in the PP/ST,

« the name, sensitivity label, and integrity label of the object;
« the sensitivity label and integrity label of the subject;

« for changesto T SF data (except for authentication data and critical cryptographic security
parameters), the new and old values of the data;

« for authentication attempts, the origin of the attempt (e.g., terminal identifier);
« for assuming a role, the type of role, and the location of the request;
b) PP/ST

- TSF

Application Note: TSF data includes access control attributes, user security attributes, definition of roles, and
user authorizations.

TSF

Application Note: Other audit relevant information associated with security-relevant functionsnot included in
this PP should be included within the audit records.

PP

5.1.2.2 User Identity Association (FAU_GEN.2)

JSSM oS WG2
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5.1.2.2 ( FAU_GEN. 2)

FAU_GEN.2.1 The TSF shall be able to associate each auditable event with the identity of
the user that caused the event.

FAU_GEN.2.1 TSF

Application Note: For failed login attempts no user association is required because the user is not under TSF
control until after a successful identification/authentication.

TSF

5.1.3 Security Audit Analysis (FAU_SAA)
5.1.3 (FAU_SAA)

5.1.3.1 Potential Violation Analysis (FAU_SAA.1)
5131 (FA USAA 1)

FAU_SAA.1.1 The TSF shall be able to apply a set of rules in monitoring the audited
events and based upon these rules indicate a potential violation of the TSP.
FAU_SAA.1.1 TSF

TSP

FAU_SAA.1.2 Refinement: The TSF shall monitor the accumulation or combination of
the following events known to indicate a potential security violation:2
FAU_SAA.1.2 TSF

a) an adminigrator specified number of user authentication failureswithin an
administrator specified time period
a)

b) an administrator specified number of Discr etionary Access Control policy violation

attempts by an individual user within an administrator specified time period
b)

c) any failure of the cryptographic self-tests
©)

d) any failure of the T SF self-tests

JSSM oS WG2
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d) TSF

€) [assgnment: additional events from the set of defined auditable events].
o[ ]

5.1.4 Security Audit Review (FAU_SAR)
5.1.4 (FAU_SAR)

5.1.4.1 Audit Review (FAU_SAR.1)
5.14.1 (FAU_SAR.1)

FAU_SAR.1.1 The TSF shall provide authorized administrators with the capability to
read all audit information from the audit records.
FAU_SAR.1.1 TSF

Application Note: For a digtributed system, the authorized administrator should be ableto read all audit
information within the TOE.

TOE

FAU_SAR.1.2 Refinement: The TSF shall provide the audit records in a manner
suitable for the authorized administrator to interpret the information using a tool to
access the audit records.3
FAU_SAR.1.2 TSF

3

Application Note: Thetool provides a meansto easily and efficiently review the audit records. It is expected
(yet not necessary) that the tool satisfying this requirement will also satisfy the FAU_SAR.3 and FAU_SEL.1
requirements.

FAU_SAR.3 FAU_SEL.1

5.1.4.2 Restricted Audit Review (FAU_SAR.2)
5.1.4.2 (FAU_SAR.2)

FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records

except those users that have been granted explicit read-access.
FAU_SAR.2.1TSF

5.1.4.3 Selectable Audit Review (FAU_SAR.3)
5.1.4.3 (FAU_SAR.3)

JSSM oS WG2
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FAU_SAR.3.1 The TSF shall provide the ability to perform searches and sorting of
audit data based on the following attributes:
FAU_SAR.3.1 TSF

a) user identity
a)

b) object identity
b)

c) date of the event

<)

d) time of the event
d)

e) type of event
e

f) subject sensitivity label
f)

0) object senstivity label
a)

h) subject integrity label
h)

i) object integrity label

i)

j) success of auditable security events  and
)

k) failure of auditable security events.

K)

5.1.5 Security Audit Event Selection (FAU_SEL)
5.1.5 (FAU_SEL)

5.1.5.1 Selective Audit (FAU_SEL.1)
5.15.1 (FAU_SEL.1)

JSSM oS WG2
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FAU_SEL.1.1 The TSF shall be able to include or exclude auditable events from the
set of audited events based on the following attributes:
FAU_SEL.1.1 TSF

a) object identity
a)

b) user identity
b)

) host identity
c)

d) event type
d)

€) subject sengitivity label;
€) ;

f) object sensitivity label;
f) ;

0) subject integrity label;
)

h) object integrity label
h)

i) success of auditable security events  and
i)

J) failure of auditable security events.

)

5.1.6 Security Audit Event Storage (FAU_STG)
5.1.6 (FAU_STG)

5.1.6.1 Protected Audit Trail Storage (FAU_STG.1)
5.1.6.1 (FAU_STG.1)

FAU_STG.1.1 The TSF shall protect the stored audit records from unauthorized
deletion.

JSSM oS WG2
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FAU_STG.1.1 TSF

FAU_STG.1.2 The TSF shall be able to prevent modifications to the audit records.
FAU_STG.1.2 TSF

Application Note: In order to reduce the performance impact of audit generation, audit records are often
temporarily buffered in memory before being written to the disk. In such implementations, these buffered
recordswill be lost if the operation of the TOE isinterrupted by hardware or power failures. The devel oper
should document the expected loss in such circumstances and show that it has been minimized.

TOE

5.1.6.2 Prevention of Audit Data Loss (FAU_STG.4)
5.1.6.2 (FAU_STG.4)

FAU_STG.4.1 Refinement: When the audit trail becomes full, the TSF shall provide
the authorized administrator the capability to prevent auditable events, except
those taken by the authorized administrator (in the context of performing TOE
maintenance) and generate an alarm to the authorized administrator.4
FAU_STG.4.1 TSF

TOE

5.2 Cryptographic Support (FCS)1s

5.2 (FCS)13

5.2.1 Explicit: Baseline Cryptographic Module (FCS_BCM_EXP)
5.2.1 : (FCS_BCM_EXP)

5.2.1.1 Explicit: Baseline Cryptographic Module (FCS_BCM_EXP.1)
52.1.1 (FCS_BCM_EXP.1)

FCS_BCM_EXP.1.1 All cryptographic modules shall comply with FIPS PUB 140-2
when performing FIPS-approved cryptographic functions in FIPS approved
cryptographic modes of operation.

FCS BCM_EXP.1.1 FIPS

FIPS FIPS PUB140-2

13 In drafting specific requirements for this section for general-purpose operating systems, experts were
consulted and their input was incorporated. Theresult is avery minimal set of crypto-related requirements
chosen to be consistent with the other requirements of this CC-based protection profile. These crypto
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requirements are expected to be achievablein commercia products in the near term, and to gradually mature
over time. Evolving public standards on cryptographic functions and related areas have required the following
interim approach to writing these cryptographic reguirements for general purpose operating systems. This
gpproach uses avariety of footnotes and application notes in an attempt to fill gaps, forewarn of future plans
and/or qudify interpretation of the existing referenced standards (sometimes specific draft versions). Asa
result, in many instances the presentation of the crypto requirements here is more cumbersome than desired.
Still, today these requirements represent a step in the direction of helping to improve the security in COTS
products. Over time the gpproach and presentation will be expanded upon and refined. Correspondingly, the
PP will be updated as the underlying public standards and the body of related specia publications mature.

13 0S

CcC

0s

COTS

PP

FCS_BCM_EXP.1.2 Cryptographic functions and cryptographic modes of operation
as identified in this PP shall be NSA-validated.

FCS_BCM_EXP.1.2 PP

NSA

Application Note: In time, OS PP cryptographic requirements are expected to evolve such that NSA-validated
cryptographic modules shall only contain cryptographic functions, cryptographic modes of operation, and
other types of cryptographic processing that are compliant with this protection profile.

OS PP NSA

FCS_BCM_EXP.1.3 All cryptographic modules implemented in the TSF [selection:
FCS_BCM_EXP.1.3 TSF [

(1) Entirely in hardware shall have a minimum overall rating of FIPS PUB 140-2

Level 3;
(1) FIPS PUB 140-2 Level 3

(2) Entirely in software shall have a minimum overall rating of FIPS PUB 140-2
Level 1 and also meet FIPS PUB 140-2,Level 3 for the following: Cryptographic
Module Ports and Interfaces; Roles, Services and authentication; Cryptographic
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Key Management; Designh Assurance; and FIPS PUB 140-2,Level 4 Self Tests 14
as defined by this Protection Profile;
(2) FIPS PUB 140-2 Levell
FIPS PUB 140-2 Level 3

FIPS PUB 140-2
4 14

(3) As a combination of hardware and software shall have a minimum overall
rating of FIPS PUB 140-2, Level 1 and also meet FIPS PUB 140-2, Level 3 for the
following: Cryptographic Module Ports and Interfaces; Roles,Services and
Authentication; Cryptographic Key Management; Design Assurance; and FIPS
PUB 140-2 Level 4 Self Testsisas defined by this Protection Profile.]
(3) FIPS PUB 140-2 1

FIPS PUB 140-2 3

FIPS PUB 140-2
4 15

Application Note: “Combination of hardware and software” means that some part of the cryptographic
functionality will be implemented asa software component of the TSF. The combination of a cryptographic
hardware module and a software device driver whose sole purposeisto communicate with the hardware
moduleis considered a hardware module rather than a “combination of hardware and software”.

“ ” TSF

14 Security Level 4 Self Tests comprise the Security Level 1 Self Testsin FIPS PUB 140-2 and the Statistical
RNG Testsin Appendix C of this protection profile. These Statisticd RNG Tests are the same as those
included in the 25 May 2001 version of FIPS PUB 140-2.

14 4 FIPS PUB 140-2 1
C RNG
RNG 2000 5 25 FIPS PUB 140-2.

15 See previous footnote.
15

16 Thisrequirement gpplies strictly to generation of symmetric keys. Validation techniques for generated
symmetric keys are discussed in FCS_CKM_EXP.1.1.
16

FCS CKM_EXP.1.1
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5.2.2 Cryptographic Key Management (FCS_CKM)
5.2.2 (FCS_CKM)

5.2.2.1 Cryptographic Key Generation (for symmetric keys) (FCS_CKM.1(1))
5221 ( ) (FCS_CKM.1(1))
FCS_CKM.1.1(1) Refinement: The TSF shall generate'® symmetric cryptographic

keys in accordance with a specified cryptographic key generation algorithm as
follows: 5[selection:

FCS_CKM.1.1(1) . TSF [ ]
16

(1) a hardware random number generator (RNG) as specified in FCS_COP_EXP.1,
but with a NIST-approved hashing function required for mixing, and/or

(1) FCS_COP_EXP.1 (RNG)
NIST /

(2) a software RNG as specified in FCS_COP_EXP.1, and/or

(2) FCS_COP_EXP.1 RNG /

(3) a key establishment scheme as specified in FCS_COP.1(4) based upon public
key cryptography using a software RNG as specified in FCS_COP_EXP.1, and/or
a hardware RNG as specified in FCS_COP_EXP.1, but with a NIST-approved
hashing function required for mixing].

(3) FCS_COP_EXP.1 RNG / FCS_COP_EXP.1
RNG NIST
FCS_COP.1(4)

that meets the following:

a) All cases: (i.e., any of the above)

a) ( )

= FIPS PUB 180-2, Secure Hash Algorithm;

= FIPS PUB 180-2

b) Case: Finite field-based key establishment schemes
b)

= ANSI X9.42-2001, Public Key Cryptography for the Financial Services Industry:
Agreement of Symmetric K eys Using Discrete L ogarithm Cryptography; */

= ANSI X9.42-2001 : 17
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Application Note: For example, “Classic” Diffie-Helman-based schemes

¢) Case: RSA-based key establishment schemes (with odd e)
c) RSA ( e)

= ANSI X9.31-1998 (May 1998), Digital Signatures Using Reversible Public Key
Cryptography for the Financial Services Industry (rDSA) for generation of the RSA;®
and

= ANSI X9.31-1998 (1998/5) RSA18
(reversible) (rDSA) ;

Application Note: Although ANSI X9.31 is a standard intended for digital signatures, it is being used here for
its coverage of the generation of RSA parameters since ANSI X9.44 is still under development. Once ANSI
X9.44 is approved it will bereferenced here.

- ANSI X.9.31 RSA
ANSI X9.44

d) Case: Elliptic curve-based key establishment schemes
d)

= ANSI X9.63-200x (1 Oct 2000), Public Key Cryptography for the Financial Services
Industry: Key Agreement and Key Transport Using Elliptic Cur ve Cryptography. °

= ANSI X9.63-200x (2000/10/1) : 19

5.2.2.2 Cryptographic Key Generation (for asymmetric keys) (FCS_CKM.1(2))
5222 ( ) (FCS_CKM.1(2))

FCS_CKM.1.1(2) Refinement: The TSF shall generate?® asymmetric®* cryptographic
keys in accordance with a domain parameter generator and [selection:

FCS_CKM.1.1(2) : TSF [ ]
21 20

(1) arandom number generator and/or
@) /
(2) a prime number generator].
@)
that meet the following: 6
16
a) Generated key strength shall be equivalent to, or greater than, a symmetric key
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strength of 128 bitsusing conservative esimates,
a) 128

b) ANSI X9.80 (3 January 2000), Prime Number Generation, Primality Testing, and
Primality Certificates using random integers with deterministic tests, or constructive
gener ation methods;

b) ANSI X9.80 (2000/1/3)

c) Case: For domain parameter sused in finite field-based key establishment schemes
c)

= ANSI X9.42-2001, Public Key Cryptography for the Financial Services Industry:
Agreement of Symmetric Keys Using Discrete L ogarithm Cryptography; 2

= ANSI X9.42-2001 : ; 22
Application Note: For example, “Classic” Diffie-Helman-based schemes

d) Case: For domain parametersused in RSA-based key establishment schemes (with odd
e)

d) RSA ( 9
= ANSI X9.31-1998 (May 1998), Digital Signatures Using Reversible Public Key

Cryptography for the Financial Services Industry (rDSA) for the generation of the RSA
par ameter &% and

= ANSI X9.31-1998 (1998/5) RSA 23
(reversible) (rDSA) ;

Application Note: Although ANSI X9.31 is a standard intended for digital signatures, it is being used here for
its coverage of the generation of RSA parameters since ANS| X9.44 is still under development. Once ANSI
X9.44 is approved it will bereferenced here.

: ANSI X.9.31 RSA
ANSI X9.44

e) Case: For domain parametersused in elliptic cur ve-based key establishment schemes
e)

= ANSI X9.63-200x (1 Oct 2000), Public Key Cryptography for the Financial Services
Industry: Key Agreement and Key Transport using Elliptic Curve Cryptography.?*

= ANSI X9.63-200x (2000/10/1) : 24
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5.2.2.3 Cryptographic Key Distribution®® (FCS_CKM.2)
5.2.2.3 25 (FCS_CKM.2)

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a
specified cryptographic key distribution method [selection: Manual (Physical) Method,
Automated (Electronic) Method, Manual Method and Automated Method] that
meets the following:

FCS_CKM.2.1 TSF [ ( )
( ) ]

a) Manual (Physical) Methods.

a) ( )

» The TSF shall support manual distribution of symmetric key in accor dance with FIPS
PUB 171 (K ey Management Using ANSI X9.17).2

* TSF FIPS PUB 171 (ANSI X9.17 )
26

e The TSF shall support manual distribution of private asymmetric key material
(certificates and/or keys) in accordance with NSA-certified DOD PKI for public key
distribution using NSA-approved certificate schemes’’ with hardware tokens for
protection of private keysthat meet the following:

- TSF NSA
27 NSA DOD PKI ( /

)
1) PKI Roadmap for the DoD,

1) DoD PKI

2) DoD X.509 Certificate Policy,

2) DoD X.509

3) PKCS#8v1.2 (Private-K ey Information Syntax Standard),

3) PKCS #8 v1.2 ( )

4) PK CS#12 v1.0 (Personal Information Exchange Syntax),

4) PKCS #12 v1.0 ( )

5) PKCS#5 v2.0 (Password-Based Encryption Standard, 25 Mar 1999 - Final), and
5) PKCS #5 v2.0 ( 1999/3/25 )
6) PKCS#11 v2.11 (Cryptographic Token Interface Standar d).
6) PKCS #11 v2.11 ( )

e The TSF shall support manual digribution of public asymmetric key material
(certificates and/or keys) in accordance with NSA-certified DOD PKI for public key
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distribution using NSA-approved certificate schemes?® for protection of public keys that
meet the following:

- TSF NSA 28
NSA DOD PKI ( / )

1. PKI Roadmap for the DoD,

1. DoD PKI

2. DoD X.509 Certificate Policy,

2. DoD X.509

3. PKCS#12 v1.0 (Per sonal Infor mation Exchange Syntax),
3. PKCS #12 v1.0 ( )

b) Automated (Electronic) Methods:

b) ( )

e The TSF shall automatically distribute %/mmetric keys in accordance with FIPS PUB
171 (Key Management Using ANSI X9.17).%.

* TSF FIPS PUB 171 (ANSI X9.17 )
29

e The TSF shall automatically digtribute public asymmetric key material (certificates
and/or keys) in accordance with NSA-certified DoD PK1 for public key distribution using
NSA-approved certificate schemes™ that meet the following:

- TSF NSA 30 NSA
DoD PKI ( / )

1. PKI Roadmap for the DoD,

1. DoD PKI

2. DoD X.509 Certificate Policy,

2. DoD X.509

3. PKCS#12 v1.0 (Per sonal Infor mation Exchange Syntax),
3. PKCS #12 v1.0 ( )

* The TSF shall only support manual distribution of private asymmetric key material
(certificates and/or keys) in accordance with NSA-certified DOD PKI for public key
distribution using NSA-approved certificate schemes®™ with hardware tokens for
protection of private keysthat meet the following:

- TSF NSA
31 NSA DOD PKI
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( / )
1) PKI Roadmap for the DoD,

1) DoD PKI

2) DoD X.509 Certificate Policy,

2) DoD X.509

3) PKCS#8v1.2 (Private-K ey Information Syntax Standar d)

3) PKCS #8 v1.2 ( )

4) PK CS#12 v1.0 (Personal Information Exchange Syntax Standard)
4) PKCS #12 v1.0 ( )

5) PKCS#5 v2.0 (Password-Based Encryption Standard, 25 Mar 99--Final) and,
5) PKCS #5 V2.0 ( 1999/3/25 )

6) PKCS#11 v2.11 (Cryptographic Token Interface Standard).

6) PKCS #11 v2.11 ( )

5.2.2.4 Cryptographic Key Destruction (FCS_CKM.4)
5.2.2.4 (FCS_CKM.4)

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance
with a cryptographic key zeroization method that meets the following:7

FCS_CKM4.1 : TSF

a) FIPS PUB 140-2;
a) FIPS PUB 140-2;

b) Zeroization of all plaintext cryptographic keys and all other critical cryptographic
security parameter s shall be immediate and complete; and

b)
¢) For embedded cryptographic modules, the zeroization shall be executed by overwriting

the key/critical cryptographic security parameter storage area three or moretimesusing a
different alter nating data pattern each time.

c) /

Application Note: Although verification of this zeroization of a plaintext key/critical cryptographic security
parameter is desired here (by checking for the final known alternating data pattern), it is not required at this
time. However, vendors are highly encouraged to incorporate this verification whenever possible into their
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implementations.

Application Note: Zeroization of any storage, such as memory buffers, that is included in the path of a
plaintext key/critical cryptographic security parameter isaddressed in FCS_CKM_EXP.2 (Cryptographic Key
Handling and Storage).

(' ) FCS_CKM_EXP.2 ( )

5.2.2.5 Explicit:  Cryptographic Key Validation and Packaging
(FCS_CKM_EXP.1)

5.2.2.5 : (FCS_CKM.EXP.1)

FCS_CKM_EXP.1.1: The TSF shall apply validation techniques (e.g., parity bits or
checkwords) to generated symmetric keys in accordance with:

FCS_CKM_EXP.1.1: TSF (
) .

a) FIPS PUB 46-3 (Data Encryption Standard (DES)), and
a) FIPS PUB 46-3 ( (DES))

b) FIPS PUB 171 (Key Management Using ANSI X9.17).
b) FIPS PUB 17132 (ANSI X9.17 )

FCS_CKM_EXP.1.2: The TSF shall apply validation techniques to generated
asymmetric keys in accordance with the standards corresponding to the generation
technique as called out in FCS_CKM.1.1(2).

FCS_CKM_EXP.1.2: TSF FCS_CKM.1.1(2)

FCS_CKM_EXP.1.3: Any public key certificates generated by the TSF shall be in
accordance with NSA-certified NSA-approved certificate schemes®.

FCS_CKM_EXP.1.3: TSF NSA
NSA 33

5.2.2.6 Explicit: Cryptographic Key Handling and Storage (FCS_CKM_EXP.2)
5.2.2.6 ; (FCS_CKM_EXP.2)

FCS_CKM_EXP.2.1: The TSF shall perform key entry and output in accordance with
FIPS PUB 140-2, Level 3.
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FCS_CKM_EXP.2.1: TSF FIPS PUB 140-2 3

FCS_CKM_EXP.2.2: The TSF shall provide a means to ensure that keys are
associated with the correct entities (i.e., person, group, or process) to which the keys
are assigned.

FCS_CKM.EXP.2.2: TSF (

FCS_CKM_EXP.2.3: The TSF shall perform a key error detection check on each
transfer of key (internal, intermediate transfers).

FCS_CKM_EXP.2.3: TSF ( )

Application Note: A parity check is an example of a key error detection check.

FCS_CKM_EXP.2.4: The TSF shall encrypt or split persistent secret and private keys
when not in use.

FCS_CKM_EXP.2.4: TSF

Application Note: A persistent key, such as a file encryption key, is one that must be available in the system
over long periods of time. A non-persistent key, such as a key used to encrypt or decrypt a single message or a
session, isonethat is ephemeral in the system.

Application Note: “When not in use” shall be interpreted in the strictest sense so that persistent keys only
exist in plaintext form during intervals of operational necessity. For example, a file encryption key shall exist
in plaintext form only during actual encryption and/or decryption processing of a file. Once the file is
decrypted or encrypted thefile encryption key shall be immediately covered for protection.

FCS_CKM_EXP_2.5 The TSF shall destroy non-persistent cryptographic keys after an
administrator-defined period of time of inactivity.

FCS_EXP_2.5: TSF

FCS_CKM_EXP.2.6: The TSF shall overwrite each intermediate storage area for
plaintext key/critical cryptographic security parameter (i.e., any storage, such as
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memory buffers, that is included in the path of such data). This overwriting shall be
executed three or more times using a different alternating data pattern each time upon
the transfer of the key/critical cryptographic security parameter to another location.

FCS_EXP_2.6: TSF / (

Application Note: This is related to the elimination of internal, temporary copies of plaintext keys created
during processing, not to the total destruction of a key from the TOE which is discussed under Key
Destruction. Although verification of the zeroization of each intermediate location of a plaintext key/critical
cryptographic security parameter is desired here (by checking for the final known alternating data pattern), it
is not required at this time. However, vendors are highly encouraged to incorporate this verification whenever
possible into their implementations.

TOE

FCS_CKM_EXP.2.7: The TSF shall prevent archiving of expired (private) signature
keys.

FVS_CKM_EXP.2.7: TSF ( ) (archive)

Application Note: This requirement is orthogonal to typical system back-up procedures. Therefore, it does not
address the problem of archiving an active (private) signature key during a system back-up and saving the key
beyond itsintended life span.

( ) (archive)

16 This requirement applies strictly to generation of symmetric keys. Validation techniques for
generated symmetric keys are discussed in FCS_CKM_EXP.1.1.

16
FCS_CKM_EXP.1.1

17 Any pseudorandom RNG used in these schemes for generating private values shall be seeded by
a nondeterministic RNG (both types of RNGs meeting RNG requirements in this PP).

17 RNG (
PP RNG RNG) RNG
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18 A pseudorandom RNG seeded by a nondeterministic RNG (both types of RNGs meeting RNG
requirements in this PP) shall be used in the generation of these primes.

18 RNG ( PP RNG RNG)
RNG

19 Any pseudorandom RNG used in these schemes for generating private values shall be seeded by
a nondeterministic RNG (both types of RNGs meeting RNG requirements in this PP).

19 RNG
RNG( PP RNG RNG)

20 This requirement applies strictly to generation of asymmetric keys. Validation techniques for
generated asymmetric keys are discussed in FCS_CKM_EXP.1.2.

20
FCS_CKM_EXP.1.2
21 These are the keys/parameters (e.g., the public/private key pairs) underlying a public key-based
key establishment scheme, not the session keys established by such schemes.
21 / ( /
)

22 Any pseudorandom RNG used in these schemes for generating private values shall be seeded by
a nondeterministic RNG (both types of RNGs meeting RNG requirements in this PP).

22 RNG
RNG( PP RNG RNG)

23 A pseudorandom RNG seeded by a nondeterministic RNG (both types of RNGs meeting RNG
requirements in this PP) shall be used in the generation of these primes.

23 RNG ( PP RNG RNG)
RNG

24 Any pseudorandom RNG used in these schemes for generating private values shall be seeded by
a nondeterministic RNG (both types of RNGs meeting RNG requirements in this PP).

24 RNG
RNG( PP RNG RNG)

25 Key Distribution (and key establishment) is typically addressed in terms of key transport methods
or key agreement methods. Key transport methods are discussed in this section. Key agreement
methods are addressed in FCS_COP.1(4) (Cryptographic Operation (for cryptographic key
agreement)).

25 ( )
FCS_COP.1(4) ( ( )

26 Until NIST identifies approved methods for manually distributing symmetric key, FIPS PUB 171
(Key Management Using ANSI X9.17) shall be used. For purposes of interpreting FIPS PUB 171,
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only the Triple Data Encryption Algorithm (TDEA) with 168 bits of key shall be applied. (DES is not
acceptable for meeting this requirement. Eventual migration to AES is expected.)

26 NIST FIPS PUB 171 (ANSI
X9.17 ) FIPS PUB 171 168
(TDEA) (DES
AES )

27 DoD multilevel applications require Class 5 PKI to address worst case environments, but
currently this class is just a concept. In the interim, NSA-approved certificate schemes with hardware
tokens for protection of private key are approved under the added requirement that stronger
protection mechanisms must be applied at the boundaries of the protected environment as stated
earlier in this PP. When Class 5 cetrtificates are fully established, they will be required.

27 DoD 5 PKI
PP

NSA

28 See previous footnote.
28

29 Until NIST identifies approved methods for automatically distributing symmetric key, FIPS PUB
171 (Key Management Using ANSI X9.17) is being used here. For purposes of interpreting FIPS
PUB 171, only TDEA with 168 bits of key shall be applied. (DES is not acceptable for meeting this
requirement. Eventual migration to AES is expected.) Where public key schemes are used in key
transport methods, NIST Special Publication 800-56 (“Recommendation on Key Establishment
Schemes”; DRAFT 2.0, January 2003) shall also be used.

29 NIST FIPS PUB 171 (ANSI
X9.17 ) FIPS PUB 171 168
(TDEA) (DES
AES )
NIST 800-56 (
: 2.0 2003/1)

30 DoD multilevel applications require Class 5 PKI to address worst case environments, but
currently this class is just a concept. In the interim, NSA-approved certificate schemes with hardware
tokens for protection of private key are approved under the added requirement that stronger
protection mechanisms must be applied at the boundaries of the protected environment as stated
earlier in this PP. When Class 5 cetrtificates are fully established, they will be required.

30 DoD 5 PKI
PP
NSA
5
31 See previous footnote.
31
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32 For purposes of interpreting this standard, only TDEA with 168 bits of key shall be applied (DES is
not acceptable for meeting this requirement. Eventual migration to AES is expected.).

32 168 TDEA (DES
AES )

33 DoD multilevel applications require Class 5 PKI to address worst case environments, but
currently this class is just a concept. In the interim, NSA-approved certificate schemes with hardware
tokens for protection of private keys are approved under the added requirement that stronger
protection mechanisms must be applied at the boundaries of the protected environment as stated
earlier in this PP. When Class 5 cetrtificates are fully established, they will be required.

33 DoD 5 PKI
PP

NSA

5.2.3 Explicit: Cryptographic Operations Availability

(FCS_COA_EXP)
5.2.3 FCS_COA_EXP

5.2.3.1 Explicit: Cryptographic Operations Availability (FCS_COA_EXP.1)
523.1 FCS_COA_EXP.1

FCS_COA_EXP.1 The TSF shall provide the following cryptographic operations to
applications:
FCS_COA_EXP.1 TSF

a) encryption

a)

b) decryption

b)

c) digital signature

c)

d) secure hashing

d)

€) [assgnment: any other cryptographic operations provided to applicationsg .
e) |

5.2.4 Cryptographic Operation (FCS_COP)
5.2.4 FCS_COP
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5.2.4.1 Cryptographic Operation (for data encryption/decryption)
FCS_COP.1(2))
5.2.4.1 FCS_COP.1(1)

FCS_COP.1.1(1) Refinement: The TSF shall perform data encryption/decryption
services in accordance with a NIST-approved implementation of the cryptographic
algorithm Triple Data Encryption Algorithmss(TDEA) used in NIST-approved
modes of operation and cryptographic key size of 168 bits (three independent keys)
that meets the following:

FCS_COP.1.1(1) TSF NIST Triple Data
Encryption Algorithmazs (TDEA) 168

a) FIPS PUB 140-2, Security Requirementsfor Cryptographic Modules,
a)FIPS PUB 140-2

b) FIPS PUB 46-3, Data Encryption Standard, and
b)FIPS PUB 46-3

c) ANSI X9.52-1998, Triple Data Encryption Algorithm Modes of Oper ation.
c)ANSI X9.52-1998

5.2.4.2 Cryptographic Operation (for cryptographic signature)

(FCS_COP.1(2))
5.2.4.2 FCS_COP.1(2)

FCS_COP.1.1(2) Refinement: The TSF shall perform cryptographic signature
services in accordance with the NIST-approved digital signature

algorithm [selection:

FCS_COP.1.1(2) TSF NIST

(1) Digital Signature Algorithm (DSA) with a key size (modulus)of 2048ss bits or
greater,
1) 204835 DSA

(2) RSA Digital Signature Algorithm (rDSA with odd e) with a key size (modulus)
of 2048ss bits or greater, or
2) 204836 RSA rDSA

(3) Elliptic Curve Digital Signature Algorithm (ECDSA) with a key size of 256 bits
or greater]
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3) 256 ECDSA

Application Note: For elliptic curve-based schemesthe key size refers to the logz of the order of
the base point. Asthe preferred approach for cryptographic signature, eliptic curves will be
required within a TBD time frame after all the necessary standards and other supporting
information are fully established.

TBD

a) Case: Digital Signature Algorithm

FIPS PUB 186-2s7, Digital Signature Standard, for sgnature creation and
verification processing; and ANSI Standard X9.42-2001, Public Key
Cryptography for the Financial ServicesIndustry: Agreement of
Symmetric KeysUsing Discrete Logarithm Cryptography for generation of
the domain parameter ss;

a)
FIPS PUB 186-237, )
ANSI X9.42-2001, :

38

b) Case: RSA Digital Signature Algorithm (with odd €)

ANS| X 9.31-1998 (May 1998), Digital SignaturesUsing Rever sble Public
Key Cryptography For The Financial ServicesIndustry (r DSA)sq;

b)RSA

ANSI X.31, (rDSA)39

¢) Case: Elliptic Curve Digital Signature Algorithm
ANSI X9.62-1-xxxx (10 Oct 1999), Public Key Cryptography for the
Financial ServicesIndustry: Elliptic Curve Digital Signature Algorithm
(ECDSA) .
c)
ANSI X9.62,

(ECDSA)40

5.2.4.3 Cryptographic Operation (for cryptographic hashing) (FCS_COP.1(3))
5.2.4.3 FCS_COP.1(3)

FCS_COP.1.1(3) Refinement: The TSF shall perform cryptographic hashing
services in accordance with a NIST-approved hash implementation of

the Secure Hash algorithm and message digest size of at least 256

bits that meets the following: FIPS PUB 180-2.

F 8 QO PL 1(3) TBE F BPBI180-2 N &
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256

Application Note: The message digest size should correspond to double the system encryption key
strength.
2

5.2.4.4 Cryptographic Operation (for cryptographic key agreement)
(FCS_COP.1(4))
5.2.4.4 FCS_COP.1(4)

FCS_COP.1.1(4) Refinement: The TSF shall perform cryptographic key
agreement services in accordance with a NIST-approved
implementation of a key agreement 41 algorithm [selection:
FCS_COP.1.1(4) TSF NIST ol

(1) Finite Field-based key agreement algorithm and cryptographic key
sizes(modulus) of 2048 bits or greater,
1) 2048

(2) Elliptic Curve-based key agreement algorithm and cryptographic key
size of 256 bits or greater]
2) (ECKEA) 256

Application Note: For elliptic curve-based schemesthe key size refers to the logz of the order of
the base point. Asthe preferred approach for key exchange, dliptic curveswill berequired
within a TBD time frame after all the necessary standards and other supporting information

are fully established.

TBD

a) Case: Finite field-based key agreement schemes

ANSI X9.42-2001, Public Key Cryptography for the Financial Services
Industry: Agreement of Symmetric KeysUsing Discrete Logarithm
Cryptographya;

a) ANSI X9.42,

42

Application Note: For example, “Classic” Diffie-Hellman-based schemes
Diffie-Hellman

b) Case: Elliptic curve -based key agreement schemes
ANSI X9.63-200x (1 Oct 2000), Public Key Cryptography for the Financial
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ServicesIndustry: Key Agreement and Key Transport using Elliptic Curve
Cryptography. 43

b)

ANSI 9.63, : 43

Application Note: Some authentication mechanism on the keying material isrecommended. In
addition, repeated generation of the same shared secrets should be avoided. As an example,
the MQV schemes described in the above standards address these issues.

MQV

5.2.4.5 Explicit: Random Number Generation (FCS_COP_EXP.1)
5.2.4.5 FCS_COP_EXP.1

FCS_COP_EXP.1.1 The TSF shall perform all random number generation (RNG)
services in accordance with [selection:
FCS_COP.EXP.1.1 TSF

(1) multiple independent hardware-generated inputs combined with a mixing function,
or
1) mixing function

Application Note: A NIST-approved hashing function is recommended for the mixing function in
hardware based RNGs. If the length of the needed random number exceeds the length of the
hash’s message digest, then multiple hashes can be used to provide the needed random
quantity.

RNG N BT

(2) multiple independent software-generated inputs combined with a NIST-approved
hashing function, or
2)NIST

Application Note: A NIST-approved hashing function is required for the mixing function in software based
RNGs. If the length of the needed random number exceeds the length of the hash’s message digest, then
multiple hashes can be used to provide the needed random quantity.

RN\G N BT
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(3) a combination of multiple independent hardware-generated inputs

combined with a mixing function and multiple independent software-generated inputs
combined with a NIST-approved hashing function.]

3NST

a) FIPS PUB 180-2, when using a NIST-approved hashing function as the mixing function,
a) NIST FIPS PUB 180-2

b) Documents listed in Appendix D and NIST Special Publication 800-22: A Statistical
Test Suite for Random and Pseudorandom Number Generators for Cryptographic

Applications,

by D NI1ST800-22

Application Note: This publication includes some discussion and guidance on randomness and RNG seeding.
Successful completion and documentation of these tests during the TOE development helps to demongtrate the
random number generator design isrigorous. There exists a NIST toolbox for running these tests.
Requirements for acceptable thresholds and sample sizes for usein applying NIST Special Publication 800-22
in the context of this protection profile can be found in Appendix D of this profile.

RNG

TOE

NIST 800-22

c) All the RNG/PRNG self-tests of FIPS PUB 140-2,
C)FIPS PUB-2, 140-24 RNT/PRNG
d) All statistical RNG tests (as specified in Appendix C) upon demand and upon powerup
d) RNG (Appendix C
)
e) The augmented tests, and self-test requirements from this PP: TSF Self Testing, and
e) PP TSF
f) RNG/PRNG design and test documentation consistent with that required in this PP for other
subsystems: Development Documentation (ADV)
) PP RNG/PRNG

FCS_COP_EXP.1.2 The TSF shall defend against tampering of the random number
generation (RNG)/ pseudorandom number generation (PRNG) sources.
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FCS_COP.EXP.1.2 TSF RNG PRNG

Application Note: The RNG/PRNG should be resistant to manipulation or analysis of its sources,or any
attempts to predictably influence its states. Three examples of very different approaches the TSF might pursue
to addressthisinclude: a) identifying the fact that physical security must be applied to the product, b)
applying checksums over the sources, or c¢) designing and implementing the TSF RNG with a concept similar
to a keyed hash (eg.,
where periodically, theinitial state of the hash is changed unpredictably and each changeis protected as
when provided on a tamper-protected token, or in a secure area of memory.
PNG/PRNG
TSF

a) oS

b) c)
TSF RNG

34 The Advanced Encryption Standard (AES) employing key lengths of 128 bits or greater and meeting
NISTapproved AES standards will be required when AES is fully established. With the approval of FIPS
PUB 197 and NIST Special Publication 800-38A, progressis being made to fully establish AES, but
establishment is not yet complete. Other approved public standards or NIST special publications are still
needed for AES. (An example of thisiskey distribution for AES.)

b Adv aced Encry p bniS tndar d AES) AES
128 N ST AB FPS PUB1 9 N ST Soeci al
P blicati o B00-38A AES
N ST AES ( AES

35 A 2048-bit or greater modulus is required to provide the desired 128-bit equivaent symmetric key strength.
The 2048-bit modulus is compatible with (1.) operationally practical digital signature key sizesin pending
IPSEC commercia products, and (2.) the current direction of digital signaturesin the DoD PKI. This smaller
modulus reduces the equiva ent symmetric key strength to 112 bits. Certificate signatures based on a 2048-bit
or greater modulus or the elliptic curve approach is recommended as soon as the DoD PKI can support it. The
eliptic curve approach is preferred. { “Nearterm applications” means products designed and validated
against this specific version of the OSPP.}

%2048 128
2 08 DoD R | BEC (Y
(2
112 DoD PK
2048
{ Naearterm
JSSM (O WG2
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G PP }

36 See previous footnote.

36

37 FIPS PUB 186-3 is under development. It will incorporate the signature creation and verification processing
of FIPS PUB 186-2, and the generation of domain parameters of ANSI X9.42. FIPS PUB 186-3 shdl be used
herewhen it is finalized and gpproved.

A P SPUBLS6- 3 FI PS PUB186- 2 AN X0 2
Fl B
P B186- 3

38 Any pseudorandom RNG used in these schemes for generating private values shdl be seeded by a
nondeterministic RNG (both types of RNGs meeting RNG requirementsin this PP).

® R\G
R PP R\G RG )

39 See previous footnote.

39

40 See previous footnote.

40
41 Until FIPS PUB 140-2 identifies gpproved key agreement schemes, NIST Special Publication 800-56
(“Recommendation on Key Establishment Schemes”, DRAFT 2.0, Jan 2003) shall be used here.

“ [ PS P BL40-2 NST PBecial Pubcht i 808-56
( DRAFT2 0 2003 1 )

22 Any pseudorandom RNG used in these schemes for generating private values shdl be seeded by a

nondeterministic RNG (both types of RNGs meeting RNG requirementsin this PP).

© RNG
RNG ( PP RS ARG )

43 See previous footnote.

43
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5.3 User Data Protection (FDP)

5.3 FDP

5.3.1 Access Control Policy (FDP_ACC)
5.3.1 FDP_ACC

5.3.1.1 Complete Access Control (FDP_ACC.2)
53.1.1 (FDP_ACC.2)

FDP_ACC.2.1 The TSF shall enforce the Discretionary Access Control policy on all
subjects and all named objects and all operations among them.
FDP_ACC.2.1 TSF

Application Note: The DAC policy does not cover local public objects.
DAC

FDP_ACC.2.2 Refinement: The TSF shall ensure that all operations between any
subject and any named object are covered by the Discretionary Access
Control policy.10
FDP_ACC.2.2 TSF
10

5.3.2 Access Control Functions (FDP_ACF)
5.3.2 (FDP_ACF)

5.3.2.1 Security Attribute Based Access Control (FDP_ACF.1)
53.2.1 (FDP_ACF.1)

FDP_ACF.1.1 Refinement: The TSF shall enforce the Discretionary Access
Control policy to named objects based on the following types of subject

and object security attributes :

FDP_ACF.1.1 TSF

a) the authorized user identity and group member ship(s) associated with a subject
and
a)

b) the [authorized user (or group) identity, access oper ations] pair sassociated with
a named object.
b) [ ]
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Application Note: Thisrequirement is worded to include only implementations where access
control attributes are associated with objects rather than subjects. This implementation
becomes critical when satisfying FMT_MTD.1.1(3) and FMT_REV.1.1(1).

FMT_MTD.1.1(3) FMT_REV.1.1(1)

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if
an operation among subjects and named objects is allowed:11
FDP_ACF.1.2 TSF

11

e The Discretionary Access Control policy mechanism shall, either by explicit
authorized user action or by default, provide that named objectsare
protected from unauthorized access accor ding to the following or dered

rules:

1) If therequested mode of accessisdenied to that authorized user, deny
access.

2) If the requested mode of accessis per mitted to that authorized user, permit
access.

3) If the requested mode of accessis denied to every group of which the
authorized user isa member, deny access

4) If the requested mode of accessis per mitted to any group of which the
authorized user isa member, grant access

5) Else deny access.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorize access of subjects to
named objects based on the following additional rules:
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FDP_ACF.1.3 TSF

a) Authorized administratorsmust follow the above -stated Discretionary Access
Control policy, except after taking the following specific actions. [assgnment:
list of specific actiong].

b) The enfor cement mechanism (i.e., access control lists) shall allow authorized
user sto specify and control sharing of named objects by individual user

ide ntitiesand group identitiesand shall provide controlsto limit propagation of
accessrights.

b)

¢) [assignment: other rules, based on security attributes, that explicitly authorize access
of subjectsto named objects].

c)

Application Note: This element allows specifications of additional rulesfor authorized
adminigtrators to bypass the Discretionary Access Control policy for system management or
maintenance (e.g., system backup).

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to
named objects based on the following rules:
FDP_ACF.1.4 TSF

a) If therequested mode of accessisdenied to that authorized user, deny access.

b) If therequested mode of accessisdenied to every group of which the authorized
user isa member, deny access

¢) These access controls shall be capable of specifically excluding accessto the
granularity of asingle user.
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5.3.3 Export to Outside TSF Control (FDP_ETC)
5.3.3 TSF (FDP_ETC)

5.3.3.1 Export of User Data with Security Attributes (FDP_ETC.2)
5.33.1 (FDP_ETC.2)

FDP_ETC.2.1 The TSF shall enforce the Mandatory Access Control and
Mandatory Integrity Control policies when exporting user data,
controlled under the SFPs, outside of the TSC.

FDP_ETC.2.1 TSF SPFs TSC

Application Note: For this family (FDP_ETC) theterm “security attributes” refersonly to the
sensitivity and integrity labels of subject and objects.
FDP_ETC “ 7

FDP_ETC.2.2 The TSF shall export the user data with the user data’s associated
security attributes.
FDP_ETC.2.2 TSF

FDP_ETC.2.3 The TSF shall ensure that the security attributes, when exported
outside the TSC, are unambiguously associated with the exported user

data.

FDP_ETC.2.3 TSF TSC

FDP_ETC.2.4 The TSF shall enforce the following rules when user data is exported
from the TSC:
FDP_ETC.2.4 TSF TSC

a) When data isexported in hardcopy form each page shall be marked with a
printed representation of the “least upper bound” sensitivity label of all data
exported to the page. By default this marking shall appear on both the top and
bottom of each printed page.

a)

i“ ”

b) If a device iscapable of maintaining data security attributes, the security
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attributes shall be exported with the data.
b)

Application Note: Devices may include external storage devices such as disks, tapes, CDs, DVDs,
flash memory aswell as wired or wireless networks.

¢) [Assgnment: Any additional rulesthat control the export of information from
the TSC and their corresponding security attributes. In all casesthe TOE must
export the security attributes with the corresponding information]
c) TSC

TOE

5.3.4 Information Flow Control Policy (FDP_IFC)
5.3.4 (FDP_IFC)

5.3.4.1 Complete Information flow control (for Mandatory Access Control Policy)
(FDP_IFC.2(1))
5.3.4.1 (FDP_IFC.2(1))

FDP_IFC.2.1(1) Refinement: The TSF shall enforce the Mandatory Access
Control policy on [assignment: list of all subjects and all objects],

and all operations that cause information to flow among them.12
FDP_IFC.2.1(1) TSF

12

Application Note: In most systemsthere is only one type of subject, usually called a process or
task, which needsto be specified in the ST. The ST author must also explicitly list the objects
that exist in the TOE; thislist must include storage objects (data storage resources,
input/output devices, etc.) aswell as named objects, which may be used to sh areinformation
among subjects acting on the behalf of different users, and for which access to the object can
be specified by a name or other identity (such asfiles or their equivalents). The operations,
listed in the ST, among subjects and objects must explicitly define all relationships between
subjects and objects in the TOE, and must be consistent with the list of objects defined in the
earlier assignment.

ST ST
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Application Note: The MAC policy covers all subjectsand all objects. Thelist of objects must
include object attributes that are themselves objects (such as filenames) because they can be
manipulated by a user.

MC

FDP_IFC.2.2(1) Refinement: The TSF shall ensure that all operations that cause
any information in the TSC to flow among subjects and objects in the
TSC are covered by the MAC SFP.13
FDP_IFC.2.2(1) TSF TSC TSC
MAC SFP
13

5.3.4.2 Complete Information flow control (for Mandatory Integrity Control Policy)
(FDP_IFC.2(2))
5.34.2 (FDP_IFC.2(2))

FDP_IFC.2.1(2) Refinement: The TSF shall enforce the Mandatory Integrity
Control policy on [assignment: list of all subjects and objects], and

all operations that cause that information to flow among them.14
FDP_IFC.2.1(2) TSF

14

Application Note: The Mandatory Integrity Control policy is based upon trustworthiness. subjects
with a low degree of trustworthiness cannot change data of a higher degree of

trustworthiness. A subject with a high degree of trustworthiness can not be forced to rely on

data of a low degree of trustworthiness.

FDP_IFC.2.2(2) Refinement: The TSF shall ensure that all operations that cause
any information in the TSC to flow among subjects and objects in the
TSC are covered by the MIC SFP.15
FDP_IFC.2.2(2) TSF TSC TSC
MIC SFP
15
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5.3.5 Information Flow Control Functions (FDP_IFF)
5.3.5 FDP_IFF

5.3.5.1 Explicit: Hierarchical Security Attributes (for Mandatory Access
Control)

(FDP_IFF_EXP.2(1))

5.3.5.1 FDP_IFF_EXP.2(1)

FDP_IFF_EXP.2.1(1) The TSF shall enforce the Mandatory Access Control policy
based on the following types of subjects, objects, and security attributes:
FDP_IFF_EXP.2.1(1) TSF

a) [Assignment: list of all subjects]
a)

b) the sensitivity label of the subject congsting of at least 8 site definable
hierarchical levelsand a set of 60 site definable non-hierar chical categories,
b)

Application Note: The implementation of sengtivity labels does not need to store labelsin a
format that has the components of the label explicitly instantiated, but may use some form of
tag which mapsto a level and category set.

¢) [Assgnment: list of all objects]
c)

d) the sensitivity label of the object consisting of at least 8 site definable
hierarchical levelsand a set of 60 site definable non-hierar chical categories,
d)

€) [Assgnment: list of any additional security attributes].
e)

Application Note: For this family (FDP_IFF) theterm “security attributes” refers only to the
sensitivity labels of subject and objects.

FDP_IFF * ?

FDP_IFF_EXP.2.2(1) The TSF shall permit an information flow among subjects
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and objects based on the following rules:
FDP_IFF_EXP.2.2(1) TSF

a) If the sengitivity label of the subject isgreater than (see FDP_IFF_EXP.2.7) or
equal to the sensitivity label of the object, then the flow of infor mation from the
object to the subject ispermitted (aread operation);
a)

FDP_IFF_EXP.2.7

b) If the sengitivity label of the object isgreater than or equal to the sendtivity
label of the subject; then the flow of infor mation from the subject to the object is
per mitted (a write oper ation);

b)

Application Note: where the label of the object is greater than thelabel of the subject, thisisa
blind append (i.e., write does not imply a read).

¢) If theinformation flow is between objects, the sensitivity label of the
destination object mugt be greater than (see FDP_IFF_EXP.2.7) or equal to the
sengtivity label of the source object.
c)

FDP_IFF_EXP.2.7

FDP_IFF_EXP.2.3(1) The TSF shall provide authorized administrators with a
MAC-exempt capability by [assignment: list of means of invoking
MAC-exempt rules].
FDP_IFF_EXP.2.3(1) TSF MAC

MAC

FDP_IFF_EXP.2.4(1) The TSF shall provide the following administrator actions
requiring MAC-exemption:
FDP_IFF_EXP.2.4(1) TSF MAC

a) Changea MAC label to another valid MAC label.
a) MAC MAC

b) [assgnment: list of additional administrator actions requiring MAC-exemption].
b) MAC
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Application Note: These rulesregulate the behavior for each of the rolesidentified under
FMT_SMR.
FMT_SMR

FDP_IFF_EXP.2.5(1) The TSF shall explicitly authorize an information flow based on
the following rules:
FDP_IFF_EXP.2.5(1) TSF

a) A authorized user with an administrator assigned privilege may change a
MAC label to another valid MAC label.
a) MAC MAC

b) [assgnment: list of additional privilegesthat may be assigned by an
administrator].
b)

FDP_IFF_EXP.2.6(1) The TSF shall explicitly deny an information flow based on the
following rules: [assignment: rules based on security attributes that

explicitly deny information flows].

FDP_IFF_EXP.2.6(1) TSF

FDP_IFF_EXP.2.7(1) The TSF shall enforce the following relationships for any two
valid MAC security attributes:
FDP_IFF_EXP.2.7(1) TSF MAC

a) There existsan ordering function that, given two valid security attributes,
determinesif the security attributesare equal, if one security attributeis gr eater
than the other, or if the security attributesare incompar able;

a)

4. 1. Sensitivity labels are equal if the hierarchical level of both labelsare
equal and the non-hierarchically category setsareidentical,;
4.1.

5. 2. Senditivity label A isgreater than sendtivity label B if the hierarchical

level of A isgreater than or equal to the hierarchical level of B, and the
non-hierar chical category set of A isequal to or a super set of the nonhierar chical
category st of B.
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52.A B A
A B

6. 3. Sensitivity labels are incomparable if they are not equal and neither
label isgreater than the other asdefined in 1 and 2 above.
6. 3. 1,2

b) There existsa “least upper bound” in the set of security attributes, such that,
given any two valid security attributes, thereisa valid security attribute that is
greater than or equal to the two valid security attributes; and

b)

¢) Thereexistsa “greatest lower bound” in the set of security attributes, such
that, given any two valid security attributes, thereisa valid security attribute
that isnot greater than the two valid security attributes.

c)

5.3.5.2 Explicit: Hierarchical Security Attributes (for Mandatory Integrity
Control)

(FDP_IFF_EXP.2(2))

5.3.5.2 FDP_IFF_EXP.2(2)

FDP_IFF_EXP.2.1(2) The TSF shall enforce the Mandatory Integrity Control
policy based on the following types of subjects, objects, and integrity attributes:
FDP_IFF_EXP.2.1(2) TSF

a) [Assignment: list of all subjects];
a)

b) the integrity attribute of each subject;
b)

c) [Assgnment: list of all objects];
c)

d) the integrity attribute of each object;
d)

€) [Assgnment: any additional security attributes].

JSSM oS WG2
(53/92)



MLOSPP Version 1.68

e)

Application Note: An example of such integrity attributesis labels cited in the Biba Integrity policy.
Biba Integrity

FDP_IFF_EXP.2.2(2) The TSF shall permit an information flow among subjects
and objects based on the following rules:
FDP_IFF_USEXP.2.2(2) TSF

[Selection:
e For Hierarchical integrity attributes schemes:.

a) If theintegrity label of the subject isgreater than or equal to theintegrity
label of the object, then a write (the flow of information from the subject to
the object) isper mitted,;

a)

b) If theintegrity label of the object is greater than or equal to the integrity
label of the subject; then aread (the flow of information from the object to the
subject) is permitted;

b)

¢) If theinformation flow is between objects, the integrity label of the source
object must be greater than or equal to the integrity label of the destination
object.

c)

e For Non-hierarchical integrity attributes schemes:

[Assignment: Mandatory integrity rulesthat determine access based upon subject
and object integrity attributes.]]

Application note: The mandatory integrity rules are to enforce the mandatory integrity control
policy for the system. Integrity focuses on controlling what data can be read into a subject’s
address space as well aswhat data can be modified by a subject. Examples of hierarchical
controlsinclude: preventing a high-integrity subject from reading or executing a low-integrity
object, and a low-integrity subject from modifying a high-integrity object. An example of
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non-hierarchical controlsinclude: a rule must exist to that explicitly allows a subject to read,
modify, or execute an object based on their integrity attributes.

FDP_IFF_EXP.2.3(2) The TSF shall provide authorized administrators with a
MIC-exempt capability by [assignment: list of means of invoking
MIC-exempt rules].
FDP_IFF_EXP.2.3(2) TSF MIC

MIC

FDP_IFF_EXP.2.4(2) The TSF shall provide the following administrator actions
requiring MIC-exemption:
FDP_IFF_EXP.2.4(2) TSF MIC

a) Changea MIC label to another valid MIC label.
a) MIC MIC

b) [assignment: list of additional administrator actions requiring M1C-exemption]
b) MIC

ApplicationNote: These rulesregulate the behavior for each of therolesidentified under FMT_SMR.
FMT_SMR

FDP_IFF_EXP.2.5(2) The TSF shall explicitly authorize an information flow based on
the following rules:
FDP_IFF_EXP.2.5(2) TSF

a) A authorized user with an adminigtrator assigned privilege may change a
MIC label to another valid MIC label.
a) MIC MIC

b) [assgnment: list of additional privilegesthat may be assigned by an
administrator].
b)

FDP_IFF_EXP.2.6(2) The TSF shall explicitly deny an information flow based on the
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following rules: [assignment: rules, based on security attributes, that
explicitly deny information flows].
FDP_IFF_EXP.2.6(2) TSF

FDP_IFF_EXP.2.7(2) The TSF shall enforce the following relationships for any two
valid MIC security attributes:
FDP_IFF_EXP.2.7(2) TSF MIC

[Selection:
e For Hierarchical integrity attributes schemes:

a) Thereexistsan ordering function that, given two valid security attributes,
deter minesif the security attributesar e equal, if one security attributeis
greater than the other, or if the security attributes ar e incompar able; and

a)

b) There existsa “least upper bound” in the set of security attributes, such
that, given any two valid security attributes, thereisa valid security attribute
that isgreater than or equal to the two valid security attributes, and

b)

c) Thereexistsa “greatest lower bound” in the set of security attributes, such
that, given any two valid security attributes, thereisa valid security attribute
that isnot greater than the two valid security attributes.

c)

e For Non-hierarchical integrity attributes schemes:
There shall be only one applicable rule per subject/object attribute pair .]
/

5.3.5.3 Limited lllicit Information Flows (FDP_IFF.3)
5.35.3 FDP_IFF.3
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FDP_IFF.3.1 Refinement: The TSF shall enforce the Mandatory Access Control
policy to ensure that no illicit information flows exist which cross

any cryptographic boundary.

FDP_IFF.3.1 TSF

Application Note: The analysis need not be performed on data other than that composing
cryptographic keys and other critical cryptographic security parameters. The analysis for
such flows is also covered by the AVA_CCA requirements.

AVA_CCA

5.3.6 Import From Outside TSF Control (FDP_ITC)
5.3.6 TSF FDP_ITC

5.3.6.1 Import of User Data without Security Attributes (FDP_ITC.1)
5.3.6.1 FDP_ITC.1

FDP_ITC.1.1 Refinement: The TSF shall enforce the Mandatory Access Control
and Mandatory Integrity Control policies when importing any
unlabeled user data, or non-validated labeled user data controlled
under the SFP, from outside the TSC.
FDP_ITC.1. TSF SFP
TSC

Application Note: The “label ” is the security attributes associated with the data. Validated labels
arerecognized labels that are cryptographically verified and originate from a source deemed
trustworthy (e.g., by the authorized administrator).

Application Note: For this family (FDP_ITC) the term “security attributes” refers only to the
sensitivity labels of subject and objects.
FDP_ITC “ ”

FDP_ITC.1.2 Refinement: The TSF shall ignore any security attributes associated
with the non-validated user data when imported from outside the TSC.
FDP_ITC.1. TSF TSC

FDP_ITC.1.3 Refinement: The TSF shall enforce the following rules when importing
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unlabeled or non-validated user data controlled under the SFP from
outside the TSC:
FDP_ITC.1. TSF SFP

TSC

a) When importing data that has no validated MAC label (see FDP_ITC.2.5),
the TSF shall allow the authorized administrator to specify that the data isto be
labeled with (1) the label of the subject importing the data, (2) the label of the
device by which the data isimported, or (3) the highest MAC label of data
processed by the TOE;

a) MAC FDP_ITC.2.5

TOE MAC

Application Note: The authorized administrator must recognize that options 1 and 2 could result
in data being improperly labeled. The most secure option is 3 followed by a manual review

and appropriate labeling of the data. A complete discussion of the issues and the procedures

for addressing themis expected to be included in the adminidrative guidance documents.

1 2

b) When importing data that hasno validated integrity label (see FDP_ITC.2.5),
the TSF shall allow the authorized administrator to specify that the data isto be
labeled with (1) the label of the subject importing the data, (2) the label of the
device by which the data isimported, or (3) the lowest integrity label of data
processed by the TOE;

b) FDP_ITC.2.5

TOE

Application Note: The authorized administrator must recognize that options 1 and 2 could result
in data being improperly labeled. The most secure option is 3 followed by a manual review
and appropriate labeling of the data. A complete discussion of the issues and the procedures
for addressing themis expected to be included in the adminidtrative guidance documents.
1 2

¢) When importing data, the data isgiven restrictive Discretionary Access
Control attributeslimiting accessto only theimporter of the data;

c)
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d) [Assignment: any additional importation control rules].
d [ 1

Application Note: The ST author must explicitly state the rules under which authorized users can
designate the security attributes of the mechaniams, or devices, used to import data without
security attributes; and any attribute change must be audited. The ST author must also make

it clear that mechanisms, or devices, used to import data without security attributes cannot

also beused to import data with security attributes unless this changein state can only be
donemanually and is audited.

ST

ST

5.3.6.2 Import of User Data with Security Attributes (FDP_ITC.2)
5.3.6.2 FDP_ITC.

FDP_ITC.2.1 Refinement: The TSF shall enforce the Mandatory Access Control
and Mandatory Integrity Control policies, when importing validated
labeled user data, controlled under the SFP, from outside the TSC.
FDP_ITC. 1 TSF SFP
TSC

Application Note: The “label ” is the security attributes associated with the data. Validated labels
arerecognized labels that are cryptographically verified and originate from a source deemed
trustworthy (e.g., by the authorized administrator).

FDP_ITC.2.2 Refinement: The TSF shall use the security attributes associated with
the imported validated labeled user data.
FDP_ITC. . TSF

FDP_ITC.2.3 Refinement: The TSF shall ensure that the protocol used provides for
the correct unambiguous association between the imported security

attributes and the imported user data.16

FDP_ITC. . TSF
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16

FDP_ITC.2.4 The TSF shall ensure that interpretation of the security attributes of the
imported user data is as intended by the source of the user data.
FDP_ITC. . TSF

FDP_ITC.2.5 The TSF shall enforce the following rules when importing user data
controlled under the SFP from outside the TSC:
FDP_ITC. . TSF SFP TSC

a) A cryptographic mechanism (e.g., cryptogr aphic signature) shall be used to
validate the security attributes.
a)

b) If the validation mechanism fails, the data shall be treated asif it had no
secur ity attributes.
b)

Application Note: The process for treating data with no security attributesis defined in
FDP_ITC.1.
FDP_ITC.

c) If the data contains security attributesthat are not recognized by the TOE,

yet the TOE hasa means of obtaining the security attributes’ scheme used by

the origin of the data, then the TOE must assign the data its own representation

of the equivalent security attributes.

c) TOE TOE
TOE

d) If the data containsany security attributesthat are not recognized by the
TOE, and the TOE does not have a means of obtaining the security attributes’
scheme used by the origin of the data, then those security attributes must be
rgected, while recognized security attributes may still be accepted;

d) TOE TOE

Application Note: The process for treating data with no security attributesis defined in

FDP_ITC.1.
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FDP_ITC.

e) If the source of theimported data isnot consider ed trustworthy according to
the Organizational Security Policy (e.g., via a certificate mechanism), then the
data must betreated asif it had no security attributes.

e)

Application Note: The process for treating data with no security attributesis defined in
FDP_ITC.1.

FDP_ITC.

f) [Assgnment: any additional importation control rules).

U ]

Application Note: The ST must describe the labeling system that is used by the TOE, so that
integrators can avoid interconnecting TOES whose hit-pattern representations for labelsare
in conflict. If the TOE includes a mechanism for countering such potential conflicts (eg., a
label representation translator, a means of accepting labels only from certain locations, etc),
therules enforced by such a mechanism should beincluded in therules of FDP_ITC.2.5.
TOE
ST TOE
TOE
etc
FDP_ITC.2.5

5.3.7 Internal TOE Transfer (FDP_ITT)
5.3.7 TOE FDP_ITT

5.3.7.1 Basic Internal Transfer Protection (FDP_ITT.1)
53.7.1 FDP_ITT.

FDP_ITT.1.1 Refinement: The TSF shall prevent the disclosure and modification of
user data when it is transmitted between physically-separated parts of the
TOE through the use of TSF-provided cryptographic services.17

FDP_ITT. . TSF TSF TOE
17

Application Note: Thisreguirement appliesto transmissions between physically-separated parts
of the TOE whose intercommunication is not protected by the environment. It does not apply
to transmissions between the TOE and another I T system.
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TOE
TOE IT

5.3.8 Residual Information Protection (FDP_RIP)
5.3.8 FDP_RIP

5.3.8.1 Full Residual Information Protection (FDP_RIP.2)
5.3.8.1 FDP_RIP.

FDP_RIP.2.1 Refinement: The TSF shall ensure that any previous information
content of a resource is made unavailable upon the [selection: allocation

of the resource to, deallocation of the resource from] all objects other

than those associated with cryptographic keys and critical

cryptographic security parameters as described in FCS_CKM.4.1

and FCS_CKM_EXP.2.5.

FDP_RIP. . TSF FCS_CKM.4.1 FCS_CKM_EXP.25

[
]

Application Note: Thisreguirement appliesto all resources except for cryptographic keys and
critical cryptographic security parameters governed by or used by the TSF; it includes
resources used to store data and attributes. It also includes the encrypted representation of
information. Residual information protection for cryptographic data is covered in class FCS.

TSF

FCS

Application Note: Clearing the content of resources on deallocation is sufficient to satisfy this
requirement, provided that unallocated resources will not accumulate new information until
they are allocated again.

16
17

5.4 Identification and Authentication (FIA)

54. FIA

5.4.1 Authentication Failures (FIA_AFL)
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541 FIA_AFL

5.4.1.1 Authentication Failure Handling (FIA_AFL.1)

5.4.1.1 (FIA_AFL.1)

FIA_AFL.1.1 The TSF shall detect when an authorized administrator configurable
positive integer of consecutive unsuccessful authentication attempts occur related to
any authorized user authentication process.

FIA_AFL.1.1 TSF

FIA_AFL.1.2 Refinement: When the defined number of consecutive unsuccessful
authentication attempts has been met or surpassed, the TSF shall:

FIA_AFL.1.2 TSF

a) For all administrator accounts, disable the account for an authorized administrator
configurable time period;

a)

b) For all other accounts, disable the user logon account until it isre-enabled by the
authorized administrator.

b)

c) For all disabled accounts, respond with an “account disabled” message without
attempting any type of authentication.

C) 113
account disabled ”

Application Note: “Consecutive unsuccessful authentication attempts” is the total number of unsuccessful
attempts that occur, in order, prior to a successful authentication attempt. For distributed systems, the TOE
must reconcile unsuccessful attempts across nodesin accordancewith FPT_TRC_EXP.1.

i ”

TOE FPT_TRC_EXP.1

5.4.2 User Attribute Definition (FIA_ATD)
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5.4.2 FIA_ATD
5.4.2.1 User Attribute Definition (FIA_ATD.1)
5421 FIA_ATD.1

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users:

FIA_ATD.1.1 TSF

a) unique identifier;

a)

b) group member ships;

b)

c) authentication data;

c)

d) sensitivity level;

d)

€) integrity level;

e)

f) security-relevant roles(see FMT_SMR.2);
f) FMT_SMR.2

g) [Assignment: Any security attributes related to cryptographic function (e.g., certificate
used to represent the user)]; and

g)

h) [Assignment: Any other security-relevant authorizations or attributes (e.g., privilege)].

h)
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Application Note: Group member ship may be expressed in a number of ways: a list per user specifying to
which groupsthe user belongs, a list per group which includes which users are members, or implicit
association between certain user identities and certain groups.

Application Note: A TOE may have two formsof user and group identities which have a unique mapping
between the representations.

‘TOE 2

Application Note: It is possible that the notion of privilegeis tied to the security-relevant roles (itemf).

5.4.3 Specification of Secrets (FIA_SOS)

5.4.3 FIA_SOS

5.4.3.1 Verification of Secrets (FIA_SOS.1)
5.4.3.1 FIA_SOS.1

FIA_SOS.1.1 The TSF shall provide a mechanism to verify that secrets meet the
following:

FIA_SOS.1.1 TSF

a) For each attempt to use the authentication mechanism, the probability that a random
attempt will succeed islessthan onein 5 x 10:s;

a) 1/ x1015
Application Note: This can be achieved with a password of eight characters, assuming an alphabet of 92
characters.

92
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b) The authentication mechanism must provide the capability for an administrator to
gpecify the conditions that need to be met befor e an individual user can reuse a secret;

b)

¢) Theauthentication mechanism must provide a delay such that there can be no more
than ten attempts per minute; and

c) 1 10

d) Any feedback given during an attempt to use the authentication mechanism will not
reduce the probability below the above metrics.

d)

Application Note: The ST specifies the method of authentication.

Where authentication is provided by a password mechanism, the ST shows that the restrictions upon
passwords (length, alphabet, conditions for reuse (e.g., time period, number of intermediate secrets), and
other characteristics) result in a password space conforming to items (a) and (b) above, aswell as
characterize the delay to show conformance to item (c) above. Where authentication is provided by a
mechanism other than passwords, the ST shows the authentication method hasa low probability equivalent to
item (a) above that authentication data can be forged or guessed.

ST
ST

a) b)
ST

5.4.4 User Authentication (FIA_UAU)

544 FIA_UAU

5.4.4.1 Timing of Authentication (FIA_UAU.1)

5441 FIA_UAU.1

FIA_UAU.1.1 Refinement: The TSF shall allow read access to public objects on
behalf of the user to be performed before the user is authenticated.
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FIA_UAU.1.1 TSF

FIA_UAU.1.2 Refinement: The TSF shall require each user to be successfully
authenticated (i.e., an exact match between the user’s entered data and the stored
TSF authentication data) before allowing any other TSF-mediated actions on behalf of
that user.

FIA_UAU.1.2 TSF TSF
TSF

Application Note: The entire entered user ’s authentication data must exactly match the entire stored data. No
other parameters such aslength of password should be used to short-circuit the authentication verification.

5.4.4.2 Re-authenticating (FIA_UAU.6)
5.4.4.2 (FIA_UAU.6)

FIA_UAU.6.1 Refinement: The TSF shall re-authenticate the user when changing
authentication data.18

FIA_UAU.6.1 18 TSF

5.4.4.3 Protected Authentication Feedback (FIA_UAU.7)

54.4.3 FIA_UAU.7

FIA_UAU.7.1 The TSF shall provide only obscured feedback to the user while the
authentication is in progress.

FIA_UAU.7.1 TSF

Application Note: “Obscured feedback” impliesthe TSF does not produce a visible display of any
authentication data entered by a user (such as the echoing of a password), although an obscured indication of
progress may be provided (such as an agterisk for each character). It also impliesthat the TSF does not
return any information during the authentication process to the user, which may provide any indication of the
authentication data.

H ? TSF
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TSF

5.4.5 User Identification (FIA_UID)

545 FIA_UID

5.4.5.1 Timing of Identification (FIA_UID.1)
5.45.1 FIA_UID.1

FIA_UID.1.1 The TSF shall allow read access to public objects on behalf of the user
to be performed before the user is identified.

FIA_UID.1.1 TSF
FIA_UID.1.2 The TSF shall require each user to be successfully identified before
allowing any other TSF-mediated actions on behalf of that user.

FIA_UID.1.2 TSF TSF

5.4.6 User-Subject Binding (FIA_USB)

5.4.6 FIA_USB

5.4.6.1 User-Subject Binding (FIA_USB.1)

546.1 FIA_USB.1

FIA_USB.1.1 Refinement: The TSF shall associate the following user security
attributes with subjects acting on behalf of that user:19

FIA_USB.1.1 TSF

19
a) Theunique user identity that isassociated with auditable events,
a)

b) The user identity or identitiesthat are used to enforce the Discr etionary Access Contr ol
Policy;
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b)

Application Note: The DAC and audit policies require that each subject acting on behalf of a user hasa user
identity associated with the subject. While this identity is typically the one used at the time of identification to
the system, the DAC policy enforced by the TSF may include provisions for making access decisions based
upon a different user identity, such asthe “set user 1D (su)” command in UNIX.

DAC
TSF DAC
UNIX “ setuser ID (su)”

c) Thegroup identity or identitiesthat are used to enforce the Discr etionary Access
Control Policy; and

c)

d) Theuser sensitivity level that isused to enforce the Mandatory Access Control policy;
d)

€) The user integrity level that isused to enfor ce the Mandatory Integrity Control policy;
e)

f) The user’sauthorized roles;

f)

0) [Assignment: other list of user security attributesrelated to cryptographic function
(e.g., certificate used to represent the user, key used to encrypt data on behalf of the user)].

9)

Application Note: The attributeslisted in FIA_USB.1 should be comparable to thoselisted in FIA_ATD.1.
For example, the user s current sengitivity level (FIA_USB.1 item d) should bewithin the set of the user ’s
clearances (FIA_ATD.1 itemd).

‘FIA_USB_US_INTERP_EXP.1 FIA_ATD.1.
( (FIA_USB_US_INTERP_EXP.1 d)
(FIA_ATD.1i d) ).

5.5 Security Management (FMT)

JSSM oS WG2
(69/92)



MLOSPP Version 1.68

5.5 (FMT)

5.5.1 Management of Functions in TSF (FMT_MOF)
5.5.1 TSF (FMT_MOF)

5.5.1.1 Management of Security Functions Behavior (for specification of auditable
events) (FMT_MOF.1(1))

55.1.1 ( )
(FMT_MOF.1(1))

FMT_MOF.1.1(1) Refinement: The TSF shall restrict the ability to_disable and enable
the audit functions and to specify which events are to be audited (see
FAU_SEL.1.1) to the authorized administrators.

FMT_MOF.1.1(1) ' TSF /
(FAU SEL.1.1 )

Application Note: To “specify” means the ability to select what events will be audited.

5.5.1.2 Management of Security Functions Behavior (for authentication data)
(FMT_MOF.1(2))

55.1.2 ( ) (FMT_MOF.1(2))
FMT_MOF.1.1(2) Refinement: The TSF shall restrict the ability to manage the values

of security attributes associated with user authentication data to authorized
administrators.20

FMT_MOF.1.1(2) ' TSF
20

Application Note: Theword “manage” includesbut is not limited to create, initialize, change default, modify,
delete, clear, append, and query. Security attributes associated with user authentication data include
password length, expiration, history, etc.

5.5.2 Management of Security Attributes (FMT_MSA)
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5.5.2 (FMT_MSA)

5.5.2.1 Management of Security Attributes (for Discretionary Access Control)
(FMT_MSA.1(1))

5.5.2.1 ( ) (FMT_MSA.1(1))
FMT_MSA.1.1(1) The TSF shall enforce the Discretionary Access Control policy to
restrict the ability to change the value of object security attributes to authorized
administrators and owners of the object.21

FMT _MSA.1.1(1) TSF

21

5.5.2.2 Management of Security Attributes (for Mandatory Access Control)
(FMT_MSA.1(2))

5.5.2.2 ( ) (FMT_MSA.1(2))
FMT_MSA.1.1(2) The TSF shall enforce the Mandatory Access Control policy to
restrict the ability to change the value of the sensitivity label associated with an

object to authorized administrators. 22

FMT_MSA.1.1(2) TSF
22

5.5.2.3 Management of Security Attributes (for Mandatory Integrity Control)
(FMT_MSA.1(3))

5.5.2.3 ( ) (FMT_MSA.1(3))
FMT_MSA.1.1(3) The TSF shall enforce the Mandatory Integrity Control policy to
restrict the ability to change the value of the integrity label associated with an

object to authorized administrators. 23

FMT_MSA.1.1(3) TSF
23

5.5.2.4 Secure Security Attributes (FMT_MSA.2)
5.5.2.4 (FMT_MSA.2)

FMT_MSA.2.1 Refinement: The TSF shall ensure that only valid values are accepted
for security attributes. 24
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FMT_MSA.2.1 - TSF
24

Application Note: Valid implies that the values fall within an appropriate range for that attribute (e.g., the
password length attribute must be a non-negative integer).

5.5.2.5 Static Attributes Initialization (FMT_MSA.3)

5.5.2.5 (FMT_MSA.3)

FMT_MSA.3.1 The TSF shall enforce the Discretionary Access Control policy to
provide restrictive default values for security attributes that are used to enforce the

SPS.

FMT_MSA.3.1 TSF SFP

Application Note: The TOE must provide protection by default for all objects at creation time. Thismay allow
authorized usersto explicitly specify the desired access controls upon the object at its creation, provided that
there isno window of wulnerability through which unauthorized access may be gained to newly-created
objects.

TOE

FMT_MSA.3.2 The TSF shall allow the authorized administrator to specify alternative
initial values to override the default values when an object or information is created.

FMT_MSA.3.2 TSF

5.5.3 Management of TSF Data (FMT_MTD)
5.5.3 TSF (FMT_MTD)

5.5.3.1 Management of TSF Data (for general TSF data) (FMT_MTD.1(1))
5.5.3.1 TSF ( TSF ) (FMT_MTD.1(1))

FMT_MTD.1.1(1) The TSF shall restrict the ability to manage the security-relevant
TSF data except for audit records, user security attributes, authentication data,
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and critical cryptographic security parameters to authorized administrators.
FMT_MTD.1.1(1) TSF
TSF

Application Note: Theword “manage” includesbut is not limited to create, initialize, change default, modify,
delete, clear, append, and query. Security attributes associated with user authentication data include
password length, password expiration, password history, etc. Therestrictions for audit records, user security
attributes, authentication data, and critical cryptographic security parameters are specified below.

(manage)

5.5.3.2 Management of TSF Data (for audit data) (FMT_MTD.1(2))
5532 TSF ( ) (FMT_MTD.1(2))

FMT_MTD.1.1(2) The TSF shall restrict the ability to query, delete, and clear the audit
records to authorized administrators.

FMT_MTD.1.1(2) TSF

5.5.3.3 Management of TSF Data (for previously written audit records) FMT_MTD.1(3))
5.5.3.3 TSF ( ) (FMT_MTD.1(3))

FMT_MTD.1.1(3) Refinement: The TSF shall prevent modification of previously
written audit records.

FMT_MTD.1.1(3) . TSF

5.5.3.4 Management of TSF Data (for initialization of user security attributes)
(FMT_MTD.1(4))

5.5.3.4 TSF ( ) (FMT_MTD.1(4))

FMT_MTD.1.1(4) The TSF shall restrict the ability to initialize user security attributes
to authorized administrators.

FMT_MTD.1.1(4) TSF
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5.5.3.5 Management of TSF Data (for modification of user security attributes, other
than authentication data) (FMT_MTD.1(5))

5.5.3.5 TSF ( )
(FMT_MTD.1(5))

FMT_MTD.1.1(5) The TSF shall restrict the ability to modify user security attributes,
other than authentication data, to authorized administrators.

FMT_MTD.1.1(5) TSF

5.5.3.6 Management of TSF Data (for modification of authentication data)
(FMT_MTD.1(6))

5.5.3.6 TSF ( ) (FMT_MTD.1(6))
FMT_MTD.1.1(6) The TSF shall restrict the ability to modify authentication data to
authorized administrators and users authorized to modify their own
authentication data.

FMT_MTD.1.1(6) TSF

5.5.3.7 Management of TSF Data (for reading of authentication data)(FMT_MTD.1(7))
5.5.3.7 TSF ( ) (FMT_MTD.1(7))

FMT_MTD.1.1(7) Refinement: The TSF shall prevent reading of authentication
data.26

FMT_MTD.1.1(7) ' TSF 26

5.5.3.8 Management of TSF Data (for critical cryptographic security parameters)
(FMT_MTD.1(8))

5.5.3.8 TSF ( ) (FMT_MTD.1(8))

FMT_MTD.1.1(8) The TSF shall restrict the ability to manage the critical
cryptographic security parameters and data related to cryptographic
configuration to cryptographic administrators.

FMT_MTD.1.1(8) TSF
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Application Note: Theword “manage” includesbut is not limited to create, initialize, change default, modify,
delete, clear, append, and query. Critical cryptographic security parameters are defined in the glossary
where examples are also provided. Examples of data related to cryptographic configuration include, but are
not limited to: setting of the cryptographic algorithm, setting the cryptographic mode of operation, setting the
key length, setting a hash digest size, etc.”

(manage)

5.5.4 Revocation (FMT_REV)

5.5.4 (FMT_REV)

5.5.4.1 Revocation (to authorized administrators) (FMT_REV.1(1))
5.5.4.1 ( ) (FMT_REV.1(1))

FMT_REV.1.1(1) The TSF shall restrict the ability to revoke security attributes
associated with the users within the TSC to authorized administrators.

FMT _REV.1.1(1)TSF TSC
Application Note: The phrase “revoke security attributes” meansto change attributes so that access is
revoked.

(revoke security attributes)

FMT_REV.1.2(1) Refinement: The TSF shall enforce the immediate revocation of
security-relevant authorizations.27

FMT_REV.1.2(1) . TSF
27

Application Note: Security-rel evant authorizations include the ability of authorized usersto log in or perform
privileged operations. An example of revoking a security-relevant authorization is the deletion of a user
account upon which system access isimmediately terminated.
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5.5.4.2 Revocation (to owners and authorized administrators) (FMT_REV.1(2))
5.5.4.2 ( ) (FMT_REV.1(2))

FMT_REV.1.1 (2) Refinement: The TSF shall restrict the ability to revoke security
attributes of named objects within the TSC to owners of the named object and
authorized administrators. 28

FMT_REV.1.1 (2) :TSF TSC

28

Application Note: Theterm “revoke security attributes” means “change attributes so that accessis revoked ”.

(revoke security attributes)

FMT_REV.1.2 (2) Refinement: The TSF shall enforce the revocation of access rights
associated with named objects when an access check is made.29

FMT_REV.1.2 (2) ' TSF
29

Application Note: The state where access checks are made determines when the access control policy
enforces revocation. The access control policy may includeimmediate or delayed revocation. The access
rights are considered to have been revoked when all subsequent access control decisions made by the TSF use
the new access control information. In cases where a previous access control decision was made to permit an
operation, it is not required that every subsequent operation make an explicit access control decision.

TSF

5.5.5 Security Attribute Expiration (FMT_SAE)
555 (FMT_SAE)

5.5.5.1 Time-Limited Authorization (FMT_SAE.1)

5.5.5.1 (FMT_SAE.1)

FMT_SAE.1.1 The TSF shall restrict the capability to specify an expiration time for
authorized user authentication data to the authorized administrator.
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FMT_SAE.1.1 TSF
FMT_SAE.1.2 Refinement: The TSF shall be able to lock out the associated
authorized user account after the expiration time has passed. 30

FMT_SAE.1.2 : TSF
30

5.5.6 Security Management Roles (FMT_SMR)
5.5.6 (FMT_SMR)

5.5.6.1 Security Roles (FMT_SMR.2)

5.5.6.1 (FMT_SMR.2)

FMT_SMR.2.1 The TSF shall maintain the roles:
FMT_SMR.2.1 TSF

a) authorized administrator;

a) ;

Application Note: Any user that is authorized to modify the TOE such that any MAC, MIC, or DAC policyis
bypassed is by definition, an authorized administrator. The TOE may provide multiple administrator roles
(audit administrator, security administrator, etc).

MAC, MIC, DAC TOE
TOE TOE

b) cryptographic administrator
b) cryptographic administrator

Application Note: Any user authorized to perform functions that affect the operation of the cryptographic
module(s) such as cryptographic initialization, setting of cryptographic algorithm modes, and selection of the
algorithmsis by definition, a cryptographic administrator.

c) [assignment: any other roleg].
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c)[ : ].

FMT_SMR.2.2 Refinement: The TSF shall be able to associate authorized users with
roles.

FMT_SMR.2.2 : TSF

FMT_SMR.2.3 Refinement: The TSF shall ensure that roles are distinct and that no
overlap of allowed operations exists between roles. 3t

FMT_SMR.2.3 : TSF
31

5.5.6.2 Assuming Roles (FMT_SMR.3)
5.5.6.2 (FMT_SMR.3)

FMT_SMR.3.1 Refinement: The TSF shall require an explicit request to assume any
role.

FMT_SMR.3.1 : TSF

5.6 Protection of the TOE Security Functions (FPT)

5.6 TOE FPT

5.6.1 Underlying Abstract Machine Test (FPT_AMT)
5.6.1 FPT_AMT

5.6.1.1 Abstract Machine Testing (FPT_AMT.1)
5.6.1.1 (FPT_AMT.1)

FPT_AMT.1.1 Refinement: The TSF shall run a suite of tests during the initial startup
and also periodically during normal operation, or at the request of an authorized
administrator to demonstrate the correct operation of the security assumptions
provided by the abstract machine that underlies the software portions of the TSF.
FPT_AMT.1.1 : TSF TSF

Application Note: The test suite need only cover aspects of the underlying abstract machine on which the TSF
relies to implement required functions, including domain separation.
: TSF

JSSM oS WG2
(78/92)



MLOSPP Version 1.68

5.6.2 Internal TOE TSF Data Transfer (FPT_ITT)
562 TOE  TSF (FPT_ITT)

5.6.2.1 Basic Internal TSF Data Transfer Protection (FPT_ITT.1)
5.6.2.1 TSF (FPT_ITT.1)

FPT_ITT.1.1 Refinement: The TSF shall protect TSF data from disclosure when it is
transmitted between separate parts of the TOE through the use of the
TSF-provided cryptographic services.
FPT_ITT.1.1 :TSF TSF TOE

TSF

5.6.2.2 TSF Data Integrity Monitoring (FPT_ITT.3)
5.6.2.2 TSF (FPT_ITT.3)

FPT_ITT.3.1 Refinement: The TSF shall be able to detect modification, insertion and
replay of TSF data transmitted between separate parts of the TOE through the use of
the TSF-provided cryptographic services.
FPT_ITT.3.1 :TSF TSF TOE

TSF

Application Note: Use of a keyed hash function (e.g., HMAC) that is. (1.) calculated over the TSF data to be
transmitted, (2.) appended to the transmitted TSF data, and (3.) checked by the receiving part of the TOE is
an example of a cryptographic means that detects modification and substitution of such data. Another
example s the use of a cryptographic signature over the transmitted TSF data.

: ( HMAC) (1) TSF

) ' TSF 3) TOE
TSF

FPT_ITT.3.2 Upon detection of a data integrity error, the TSF shall take the following
actions:

a) reject data

b) audit event

c) [assignment: specify the action to be taken].

FPT_ITT.3.2 TSF

a).
b)
o[ 1

Application Note: Additional actions ST author might consider are: retransmission of data and, an alarm
after reaching a retransmission threshold.
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ST

5.6.3 Trusted Recovery (FPT_RCV)
5.6.3 (FPT_RCV)

5.6.3.1 Manual Recovery (FPT_RCV.1)
5.6.3.1 (FPT_RCV.1)

FPT_RCV.1.1 Refinement: After a failure or service discontinuity that may lead to a
violation of the TSP, the TSF shall enter a maintenance mode where the ability to
return the TOE to a secure state is provided. As part of the secure state, the
cryptographic module shall be in a known and secure state such that all storage
is empty of plaintext cryptographic keys and sensitive data and inaccessible to
processes, and all security policies are enforced.

FPT_RCV.1.1 : TSF TOE

5.6.4 Replay Detection
5.6.4 (FPT_RPL)

5.6.4.1 Replay Detection (FPT_RPL.1)
5.6.4.1 (FPT_RPL.1)

FPT_RPL.1.1 Refinement: The TSF shall be able to detect replay of TSF data
transmitted between separate parts of the TOE through the use of the TSF-provided
cryptographic services.
FPT_RPL.1.1 : TSF TSF TOE

TSF

Application Note: Use of a keyed hash function (e.g., HMAC) that is. (1.) calculated over the TSF data to be
transmitted, (2.) appended to the transmitted TSF data, and (3.) checked by the receiving part of the TOE is
an example of a cryptographic means that detects modification and substitution of such data. Another
exampleis the use of a cryptographic signature over the transmitted TSF data.

: ( HMAC) 1) TSF
2 TSF (3) TOE

TSF

FPT_RPL.1.2 Refinement: Upon detection of TSF data replay, the TSF shall take the
following actions:32
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d) reject data

€) audit event

f) [assgnment: specify the action to be taken].

FPT_RPL.1.2 : TSF TSF
:32

d)

e)

1) I 1

Application Note: Additional actions ST author might consider are: retransmission of data and, an alarm
after reaching a retransmission threshold.
ST

5.6.5 Reference Mediation (FPT_RVM)
5.6.5 (FPT_RVM)

5.6.5.1 Non-Bypassability of the TSF (FPT_RVM.1)
5.6.5.1 TSP (FPT_RVM.1)
[ (IPA) CC Version 2.1 TSF TSP ]

FPT_RVM.1.1 The TSF shall ensure that TSP enforcement functions are invoked and
succeed before each function within the TSC is allowed to proceed.
FPT_RVM.1.1TSF  TSC TSP

5.6.6 Domain Separation (FPT_SEP)
5.6.6 (FPT_SEP)

5.6.6.1 SFP Domain Separation (FPT_SEP.2)
5.6.6.1 SFP (FPT_SEP.2)

FPT_SEP.2.1 The unisolated portion of the TSF shall maintain a security domain for its
own execution that protects it from interference and tampering by untrusted subjects.
FPT_SEP.2.1 TSF

FPT_SEP.2.2 The TSF shall enforce separation between the security domains of
subjects in the TSC.
FPT_SEP.2.2 TSF TSC

FPT_SEP.2.3 Refinement: The TSF shall maintain separation of the part of the TSF
related to cryptographyaathat protects it from interference and tampering by the
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remainder of the TSF and by subjects untrusted with respect to cryptography.33
FPT_SEP.2.3 : TSF TSF
() TSF
33

44 At aminimum this separation must be maintained for the part of the TSF implementing the cryptoalgorithm
and the management of persistent keys.

() TSF

Application Note: Although not required at thistime, establishing a separate address space for the
cryptography for its own execution and that protects it from accidental interference and tampering by
maliciousuntrusted subjects is the preferred approach for meeting this requirement in medium robustness
products, and will berequired in updated versions of the OSPP in the near future. For now, asan interim
solution, other combinations of techniques that jointly support the overall protection and logical separation
of the cryptography may be acceptable pending NSA review.

OS PP

NSA

Application Note: |deally, use of off board hardware or a third processor hardware state is the most
preferred implementation supporting separation, because it would protect the cryptography fromall other
parts of the TSF, including malicious parts of the kernel. Migration to thismost preferred implementation is
anticipated eventually.

3

TSF

5.6.7 Time Stamps (FPT_STM)
5.6.7 (FPT_STM)

5.6.7.1 Reliable Time Stamps (FPT_STM.1)
5.6.7.1 (FPT_STM.1)

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps for its own use.
FPT_STM.1.1 TSF

Application Note: A time stamp includes the correct date and time such that the order of events can be
determined.
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5.6.8 Internal TOE TSF Data Replication Consistency (FPT_TRC)
568 TOE  TSF (FPT_TRC)

5.6.8.1 Explicit: Internal TSF Data Consistency (FPT_TRC_EXP.1)
5.6.8.1 TSF (FPT_TRC_EXP.1)

FPT_TRC_EXP.1.1 The TSF shall ensure that TSF data is consistent between parts of
the TOE by providing a mechanism to bring inconsistent TSF data into a consistent
state in a timely manner.
FPT_TRC_EXP.1.1 TSF TSF

TOE TSF

Application Note: In general, it isimpossible to achieve complete, constant consistency of TSF data that is
distributed to remote portions of a TOE because distributed portions of the TSF may be active at different
times or disconnected from one another. This requirement attempts to address this Situation in a practical
manner by acknowiedging that there will be TSF data inconsstencies but that they will be corrected without
undue delay. For example, a TSF could provide timely consistency through periodic broadcast of TSF data to
all TSF nodes maintaining replicated TSF data. Another example approach is for the TSF to provide a
mechanism to explicitly probe remote TSF nodes for inconsistencies and respond with action to correct the
identified inconsistencies.
TSF
TOE TSF

TSF

TFS TSF TSF
TSF TSF TSF

5.6.9 TSF Self Testing (FPT_TST)
5.6.9 TSF (FPT_TST)

5.6.9.1 Explicit: TSF Testing (FPT_TST_EXP.1)
5.6.9.1 ' TSF (FPT_TST_EXP.1)

FPT_TST_EXP.1.1 The TSF shall run a suite of self tests during the initial start-up and
also either periodically during normal operation, or at the request of an authorized
administrator to demonstrate the correct operation of the TSF.

FPT _TST EXP.1.1 TSF TSF
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FPT_TST_EXP.1.2 The TSF shall provide authorized administrators with the capability
to verify the integrity of stored TSF executable code through the use of the
TSF-provided cryptographic services.
FPT_TST_EXP.1.2 TSF TSF

TSF

5.6.9.2 TSF Testing (for cryptography) (FPT_TST.1(1))
5.6.9.2 ( )TSF (FPT_TST.1(1))

FPT_TST.1.1(1) Refinement: The TSF shall run a suite of self tests in accordance
with FIPS PUB 140-2, Level 4 and Appendix C (as identified in Table 5.3) during
initial start-up (on power on), at the request of the cryptographic administrator (on
demand), under various conditions defined in section 4.9 of FIPS 140-2, and
periodically (at least once a

day) to demonstrate the correct operation of the following:34

a) key error detection;

b) softwar e/firmware;

¢) cryptographic algorithms;

d) RNG/PRNG;

e) other FIPS PUB 140-2 critical functions; and

f) [assgnment: list of all critical security functionsimplemented in the TOE].
FPT_TST.1.1(1) : TSF

( ) ( ) FIPS 140-2, section
4.9 ( 1 ) FIS
PUB 140-2, Level 4 C ( 53 ) 134
a) ;
b) /
c) ;
d) (RNG)/ (PRNG);
e) FIPS PUB 140-2 ;
N/ .TOE yA
Table 5.3 - Interpretation of FIPS PUB 140-2 Self-tests
FIPS-140 Security Level 4
Software/Firmware Integrity Tests on power on
on demand
conditional
Cryptographic Algorithm Tests on power on
on demand
conditional
Other FIPS PUB 140-2 critical functions tests | on power on
and other tests as determined by FIPSPUB | on demand
140-2 (Appendix A) conditional
Statistical RNG/PRNG tests (Appendix C) on power on
on demand
JSSM oS WG2
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5.3 - FIPS PUB 140-2

FIPS-140 Security Level 4

FIPS PUB 140-2
FIPSPUB 1402 (  A)

RNG/PRNG ( C)

FPT_TST.1.2(1) Refinement: The TSF shall provide authorized cryptographic
administrators with the capability to verify the integrity of TSF data related to the
cryptography by using TSF-provided cryptographic functions.3s
FPT_TST.1.2(1) - TSF TSF

TSF 35

FPT_TST.1.3(1) Refinement: The TSF shall provide authorized cryptographic
administrators with the capability to verify the integrity of stored TSF executable code
related to the cryptography by using TSF-provided cryptographic functions.3s
FPT_TST.1.3(1) : TSF TSF
TSF
36

5.6.9.3 TSF Testing (for key generation components) (FPT_TST.1(2))
5.6.9.3 ( )TSF (FPT_TST.1(2))

FPT_TST.1.1(2) Refinement: The TSF shall perform self tests immediately after
generation of a key to demonstrate the correct operation of each key generation
component. If any of these tests fails, that generated key shall not be used, the
cryptographic module shall react as required by FIPS PUB 140-2 for failing a
self-test, and this event will be audited.37

FPT_TST.1.1(2) :TSF

FIPS PUB 140-2
37

Application Note: Key generation components are those critical € ements that compose the entire key
generation process (e.g., any algorithms, any RNG/PRNGs, any key generation seeding processes, etc.).
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Application Note: These self-tests on the key generation components can be executed here as a subset of the
full suite of self-testsrun on the cryptography in FPT_TST.1(1) aslong asall elements of the key generation
process are tested.

FPT_TST.1(1)

FPT_TST.1.2(2) Refinement: The TSF shall provide authorized cryptographic
administrators with the capability to verify the integrity of TSF data related to the key
generation by using TSF-provided cryptographic functions.3s
FPT_TST.1.2(2) - TSF TSF

TSF 38

FPT_TST.1.3(2) Refinement: The TSF shall provide authorized cryptographic
administrators with the capability to verify the integrity of stored TSF executable code
related to the key generation by using TSF-provided cryptographic functions.39
FPT_TST.1.3(2) : TSF TSF
TSF
39
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Resource Utilization FRU
5.7 (FRU)

5.7.1 Resource Allocation(FRU_RSA)
5.7.1 (FRU_RSA)

5.7.1.1 Maximum Quotas (for shared persistent storage)(FRU_RSA.1(1))
57.1.1 (FRU_RSA.1(1))

FRU_RSA1.1(1) The TSF shall enforce maximum quotas of the following
resources:portion of shared persistent storage that individual authorized users
can use simultaneously.

FRU RSA1.1(1) TSF(TOE Security Function)

Application Note: For persistent storage, simultaneously means that the shared media contains data
belonging to more than one user.

5.7.1.2 Maximum Quotas (for system memory)(FRU_RSA.1(2))
5.7.1.2 (FRU_RSA.1(2))

FRU RSA1.1(2) The TSF shall enforce maximum quotas of the following
resources:portion of system memory that individual authorized users can use
simultaneously.

FRU RSA1.1(2) TSF

5.7.1.3 Maximum Quotas (for processing time)(FRU_RSA.1(3))
57.1.3 (FRU_RSA.1(3))

FRU_RSA1.1(3) The TSF shall enforce maximum quotas of the following
resources:portion of processing time that subjects can use over a specified

period of time.
FRU_RSA1.1(3) TSF Subject

)

Application Note: The algorithm to determine percentages of time can be based on many factors(e.g.
member of users, relative priority of users, availability of resources to users).
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5.8 TOE Access (FTA)

5.8 TOE (FTA)

5.8.1 Limitation on scope of selectable attributes (FTA_LSA)
5.8.1 (FTA_LSA)

5.8.1.1 Limitation on scope of selectable attributes(FTA_LSA.1)
5.8.1.1 (FTA_LSA.1)

FTA_LSA.1.1 Refinement: The TSF shall restrict the scope of roles, user sensitivity
and integrity levels and user privileges based on location, time, and day.
FTA LSA.1.1

Application Note: The intent of this requirement is to allow or disallow the assumption of roles or the
effectiveness of user privileges based on the location where the session was established or the
date/time of session establishment.

Application Note: “Location’refers to what ever means the TOE users to identify a point of entry for
interactive user session establishment. The adequacy of this means is determined by other
requirements (e.g. FTP SEP, AVA_VLA).

Location TOE

5.8.2 Limitation on multiple concurrent sessions(FTA_MCS)
5.8.2 FTA_MCS

5.8.2.1 Basic limitation on multiple concurrent sessions(FTA_MCS.1)
5.8.2.1 (FTA_MCS.1)

FTA_MCS.1.1 Refinement: The TSF shall enforce a maximum number of concurrent
interactive sessions per user.
FTA_MCS.1.1 : TSF

FTA MCS.1.2 Refinement: The TSF shall allow an authorized administrator to set
the maximum number of concurrent interactive sessions per user.
FTA MCS.1.2 TSF 1

Application Note: "Concurrent’ refers to any specific synchronization as defined in the internal TSF
data consistency requirement FRT_TRC_EXP.1.1. Enforcement of the requirement is at every
synchronization.
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“Concurrent ’ TSF
FRT TRC_EXP.1.1

5.8.3 Session Locking(FTA_SSL)
5.8.3 (FTA_SSL)

5.8.3.1 TSF-Initiated Session Locking (FTA_SSL.1)
5.8.3.1 TSF (FTA_SSL.1)

FTA_SSL.1.1 The TSF shall lock an interactive session after an authorized
administrator specified time interval of user inactivity by :
FTA SSL1.1 TSF

a) clearing or overwriting display devices, making the current contents unreadable.
a)

b) disabling any activity of the user’s data access/display devices other than unlocking
the session.
b)

FTA SSL.1.2 Refinement: The TSF shall require the user to re-authenticate to
unlock the session:
FTA SSL.1.2 TSF

5.8.3.2 User-Initiated Session Locking (FTA_SSL.2)
5.8.3.2 FTA_SSL.2

FTA_SSL.1.2 The TSF shall allow user-initiated locking of the user’s own interactive
session by :
FTA SSL.1.2 TSF

a) clearing or overwriting display devices, making the current contents unreadable.
a)

b) disabling any activity of the user’s data access/display devices other than unlocking
the session.
b) /
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FTA_SSL.2.2 Refinement: The TSF shall require the user to re-authenticate to
unlock the session.
FTA_SSL.2.2 TSF

5.8.4 TOE Access Banners(FTA_TAB)
5.8.4 TOE (FTA_TAB)

5.8.4.1 Default TOE Access Banners (FTA_TAB.1)
5.8.4.1 TOE (FTA_TAB.1)

FTA_TAB.1.1 Refinement: Before establishing a user session, the TSF shall display an
authorized-administrator specified advisory notice and consent warning message
regarding unauthorized use of the TOE.

FTA TAB.1.1 ; TSF TOE

5.8.5 TOE Access History(FTA_TAH)
5.85 TOE (FTA_TAH)

5.8.5.1 TOE Access History (FTA_TAH.1)
5.8.5.1 TOE (FTA_TAH.1)

FTA_TAH.1.1 Refinement: Upon successful interactive session establishment, the
TSF shall display to the authorized user the date and time of that authorized
user’s last successful interactive session establishment.

FTA TAH.1.1 : TSF

FTA_TAH.1.2 Upon successful interactive session establishment, the TSF shall
display to the authorized user the date and time of the last unsuccessful attempt and
the number of unsuccessful attempts at interactive session establishment for that
user identifier since the last successful interactive session establishment.

FTA TAH.1.2 TSF

Application Note: In both of the above elements, for distribution systems, date and time needs to
be accurate to the degree required by FPT_TRC_EXP.1.

FPT_TRC_EXP.1

FTA_TAH.1.3 Refinement: the TSF shall not erase the access history information from
the authorized user interface without giving the authorized user the opportunity to
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review the information.
FTA_TAH.1.3 TSF

5.8.6 TOE Session Establishment(FTA_TSE)
5.8.6 TOE (FTA_TSE)

5.8.6.1 TOE Session Establishment (FTA_TSE.1)
5.8.6.1 TOE (FTA_TSE.1)

FTA_TSE.1.1 TSF shall be able to deny session establishment pased on location,
time, day, and requested session security and integrity levels.
FTA TSE.1.1 TSF

5.9 Trusted Path/Channels(FTP)

5.9 (FTP)
5.9.1 Trusted Path(FTP_TRP)
5.9.1 (FTP_TRP)

5.9.1.1 Explicit: Trusted Path (FTP TRP EXP.1)
5.9.1.1 : (FTP_TRP_EXP.1)

FTP_TRP_EXP.1.1 The TSF shall provide a communication path between itself and
remote and local users that is logically distinct from other communication paths and
provides assured identification of the TSF to the requesting user and protection of the
communicated data from modification or disclosure.
FTP_TRP_EXP.1.1 TSF

TSF

Application Note: This “distinct’path is merely invoked for the duration of its belong needed (e.g., for
re- authenticating the user); it need not be invoked for the duration of the user’s session.

3 )

FTP_TRP_EXP.1.2 The TSF shall permit local users and remote users to initiate
communication via the trusted path.
FTP_TRP_EXP.1.2 TSF

FTP_TRP_EXP.1.3 The TSF shall require the use of the trusted path for user
authentication and user identification during TOE session establishment, for operations
to modify authentication data, for protection of authentication data when a locked
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session is being unlocked and all other operations requiring a human user to enter
authentication data.
FTP_TRP_EXP.1.3 TSF TOE
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