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CSA (Cloud Security Alliance )
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ISACA (IT audit and tools)
OWASP (web-specific issues)
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° ITU
® ETSI(The European Telecommunications Standards Institute )

— National Institute of Standards and Technology (NIST)

— Storage Networking Industry Association (SNIA)
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— Medium Risk: 3-5
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(Very (Unlikely) (Possible) (Likely) (Frequent)

Very Low 0 1

Low 1 z

Medium 2 3

Business High 3 4
Impact Very High 4 a
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Customer

Provider

Lawfulness of content

Full liability

Intermediary liability with
Liability exemptions under the
termk of the E-commerce
Directive (1) and its
interrzlrﬂiﬁ’l:inn.1

Security incidents
(including data leakage,
use of account to launch
an attack)

Responsibility for due diligence for
what is under its control according to
contractual conditions

Responsibility for due diligence
for what is under its control

European Data Protection
Law status

Data controller

Data processor (external)
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Figure 1—Cloud Computing Service Models

Service Model

Definition

To Be Considered

Infrastructure as a Service (laaS)

Capability to provision processing, storage,
networks and other fundamental computing
resources, offering the customer the ability to
deploy and run arbitrary software, which can
include operating systems and applications.
|aaS puts these IT operations into the hands
of a third party.

Options to minimize the impact if the cloud
provider has a service interruption

Platform as a Service (PaaS)

Capability to deploy onto the cloud
infrastructure customer-created or acquired
applications created using programming
languages and tools supported by the
provider

¢ Availability

* Confidentiality

* Privacy and legal liability in the event of
a security breach (as databases housing
sensitive information will now be hosted
offsite)

* Data ownership

* Concerns around e-discovery

Software as a Service (SaaS)

Capability to use the provider’s applications
running on cloud infrastructure. The
applications are accessible from various client
devices through a thin client interface such as
a web browser (e.g., web-based e-mail).

* Who owns the applications?
¢ Where do the applications reside?
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