2017 EE20ITYRVEHES

=0T X2 ) TADMEICET HREE T AR

Security First

CAYV Technologies
B O#A
(%) ¥>—x—J479/0Y—2X

20174088028

copyright@2017 CAV Technologies Co., Ltd. all rights reserved.




EE%D”

[#ZFE]
O#R)—I—TA479/00—X KKOHELR 2011548 (RiL) ~
OEXREMEBEHER BEHEE (HfF) 2010F48 ~
OEERICETH11FHDOFEER
- VYIMIITERICBITAAERFE -V ILTT
OX% - i R HERI TD20F E D #EER
- BARDOKZE #HE (3FM) JLIN K. 4t
- BNOXE #Hae (55F[E) Uppsala X (Sweden), Bradford X (UK)
- RAFRAREE (124ERH) EEREMER HERR. EXFEMRE r HBEMEE

[EFM5 5]
I_I1E$E/ZT-L\FTﬁ%ﬁI£nHH(ﬁ/_t@uE .B’x;ﬁ%ubnm /ZTA{%HIE ﬁé 't'#'J-UT’f \*ﬁjilf )

+ﬁ;tq=~,£ ‘/7#@:71% ‘/747/_\7/177//1( B9 5. ZLDEELEREEED PCHF #FE
( ASSURE ‘17, ICECCS ’ 17, HASE ’ 16, SASSUER ’ 17, SAFECOMP ‘18 )

(3515, EIFR=ERE]

€ International Conference on Formal Engineering Methods 2012 7045 S LZE R

¢ OMG System Assurance Platform Task Force @ co-chair

¢ SICE;: At nIEI% WG IE

€ |EC TC65/WG 20 (Framework to bridge the requirements for safety and security) Expert

(824t D ;EEh)

B SIPV2X X alT4I2B TR BB EBET SV I+—L I DOHERHFE
B HHROMERERAR IO EEXT27HRETOCADHEXIE

B EZESHY—IL Seculia I [EBF

copyright@2017 CAV Technologies Co., Ltd. all rights reserved.




——t— —_— —t——
== (RmE.ESH)
5
‘nroads V \'"f""j‘b Kenji Taguchi (Eds.)

7 8) I\'DITH—?—EE% CSE

Bulletin

= Formal Methods
- re Engineering

Integrated Formal Methods (iIFM) EIFf=i&E%3L(19994F) , HRIHwESE

VIO T7HERERE. ERXEFH 2008F, HFEESE

ACM SIGCSE, inRoads Bulletin, 20094, & [E#R&
(Special Issue on Formal Methods Education and Training)

t#‘lUT*{E;RI%O) ' 'Iﬁ*&LIgi'%%%wu\ 2Oogﬂio 7N I_-I%ﬁ%

International Conference on Formal Engineering Methods (ICFEM) Eff&&
2012&0 /\l_.l%ﬁ%

copyright@2017 CAV Technologies Co., Ltd. all rights reserved.



SIP7OU /N 20165 E) : BRI IGET SV I+ —L DR

LLTF®DSIP 7aScorD1=6I(Z, BEE
AT LRED=OHDHENIL. BE
DB TSYNIA—LDOFRFKETIE
LTHYFET,

ERERH A /R—2 3 AIET O S L
(SIP)
. http://www8.cao0.go.jp/cstp/gaiyo/sip/

NERFDRERFRM A/ N—2ay
REBICED. HFEREMA/N—2avE
RRTH-HICRIETHT0T L,

110 FCRERAD—ILIAZHX,
BEIETVATL EEMVIFFICE
(FAHAN—EF2)TADFER, )
H=HREITER

BEIEITVRAT LA
BFHREX2) T4

(D BEBETVRATLORSE
- {EEEDFER
()HBETIVEE-BEST.
X)) T4EH R R
(3) MEBEA~D R DT - 25
() BIEVATLOEX)T1
HEEE

REFHER (BA%H)

AT LUNIVERS T

[ |
HlELAIL

RBUATLLANIL ECU LA~

HWRE- B A N\ —tF a2 Tav T HH

YiEMAFE I —X

copyright@2017 CAV Technologies Co., Ltd. all rights reserved.



http://www8.cao.go.jp/cstp/gaiyo/sip/

SECULIA & (#R{E) R ST ST —

EGAIO The comprehensive embedded solution provider

© SITE MAP  © HOME

| i = - [t > £at—rd Rk >500 PRI~ LB R MBI £~
VIR ERA BT FINOMD MITAS BEAA D40 SRR MC-EIE BT SCATe SaMe
T I ST » CP 4 RBRAG RY T GELANE R 5C0: [PHyD Y- ILkB tF2U T RASHT I — ) TREA bl
O mor . .-
2 R H(OFRAT(E0N. 2R, BFH. 7700 RO BE RICELVTER T LoRE Tweets oy
. CLEMBHRELTLET. @GaioTechnology
e ma — HsF—i3 P F1UF EORETHERBEROGEEAIOT RN Y HEELTREOSE FENTHE
. TRy ES RS EASELCRRL TR, S Y- T B3 Seculin IDCRASTERMY  AFF-F0/05
wesr-Tt. @ealaTechn.
o = O
IoeE E2 EF L= A MRD
vnn. S00: TFeepo- uézumtﬁ’rfﬁc ol Foraiins IO
2. > L
;.a EFEEyCT e n.—r.. AHREERR
(8810 htta/ ‘wwegaio.cajp company/location hemd )
oo gIVSprY
.7 . LT, SBT3 0 S MR 5820, MR- A Seculi DRI EALIET
. SRR B LR A
L S
e RIVRA: MGV erif
e — HTRMEISHELEOMERLET, EFIET L EFIYFRIIT,
MHAH\-!LHL\‘ﬁR MERANGIRBICEETOT, BWCHEL AL, EF ST ok I-F OBETAE
'3 ANRR LU R,
. R
' “ OLBLAMITLEDS
R . S FA M- b -5V
Exve EH-ITINTOEMA B, b3 - EOFTCRBEL, AR
BRIyttt o W Y o0, 153 -2, BRBECUYT b
L2 -1 AR S (2 e Bgalo.co Jp I, SORMERLET
o PSS LT T
IvIIFULITER
1200~13:10 B8 ML - AD R
E$08 A~ 31 MED/MDOBSE
Smm— 1310~13:20 WA B, Tt DA
= 19: B 14:00 B BIATLICETSE2UT 40T R _
—_ =DM, Markey L= b, JoroDUT- )L, REREEIUT R, “"’f’f’”‘"‘r“s -
VIX tF2YF 1, BRE. 3-0o/ IDHRITFL) HEVITA, SESAMO, 1) fﬁé:&iﬁf&;';‘;:‘
-RELEFUTORADS B TOLNOMRIAMDTRT Erpmaiifolog
14:00~15:00 RER 54 ik -S40 22 e
TATYFIPULTIRE (RS METOCR, R RERE) EFA-I R
SDL. PR U= BT A5 Y -2,
HETOEA(A-27- 2, P- 4700 . UADPEIAYH) BAOMLS [T -
LT EURIE Y LT Y Lif=a=F
HEMATLAR /
15:00~15: 20 S V- TS coulin 0T AT BEUTE SimubinkET b |

R . T B2
FET=PIAONTRR B SR ATFCAETOT, FHTTRER,

* Seculia [X¥ttEH 14 -TH/DO—HEDXFETRESN-BRAMTY—IL L

— https://www.gaio.co.jp/product/dev_tools/pdt_seculia.html

- Enterprise Architect (Sparx Systems 1) D T35 12 £L TR - AR e
. HERE

- Fault Tree 5347 - SCO:7AyIYI—I& b XTI RESMHTEITF—]
- Attack Tree 247
v CC-CEM & EVITA IZEDWVETERAVNTE - https://www.gaio.co.jp/event/regular/sem_sc0.html

vV TRYILFIVE (RO AVNER) EFDTERAVNHE s EXaT 1 LOBEITICOVLWTOBESRHA

- FT-AT 4 - EXaT7ERTOER

- FTRWEATOHEMRELI-FHFiE - Attack Tree 947
- tﬂul)wk;éaé«o)hn DA A EE - FT-AT %7

copyright@2017 CAV Technologies Co., Ltd. all rights reserved.



https://www.gaio.co.jp/product/dev_tools/pdt_seculia.html

1. TeEtFa)T1DEE

copyright@2017 CAV Technologies Co., Ltd. all rights reserved.




1-1. QURGERIG (A2 T UM 25047 %)

c BE, SDRENEEHSNTWHESR (BB, BRIE. T5UMIHE. JFH
RE. ) CHEVT, EFIT 1 OERHABEAEILEL TS,

RIS, ROt -EEMEER |
TONIERA LA, BROE |
RLLTEXUTAEOBEN |
Motz ETEDHEHBE |

[ ZhEoT=,

EHOERI?

copyright@2017 CAV Technologies Co., Ltd. all rights reserved.



1-2. t—IJFT1¢tX )T DHES->TREE?

BEEAGRER. TOHEAEHE !

I8
=
R

KM/ AFEEERRAH AL R A .
FMLUA/HERYBRSGERR) FOMORME AR, HF. HTUBEE FELEERTT ]

EIRTHELNEEAEHLDMN?

copyright@2017 CAV Technologies Co., Ltd. all rights reserved.



1L

1-3. A—X+3) 7 DT /KNLEE (Maroochy) TDA T

« WRIATL
~-F—ASYT  RIL—F—IZEITS
TIKALIE 5
—~ SCADA VAT LI, BEKUEBDOE
BO=6H0 300/—K (1420DKR>T
AT—2av) iR
AR 12 K S HI1E
s ATk
— 20002, 3K AHMBIC46 D ELR DA
TR
~ 150 DRV TR T—a> D FHIEH
FEoHLND
- FIASh-EE
- STy T PCLELRIEE 1
— B AT SCADAFIEY) 7% FI B

—

Chapter 6

LESSONS LEARNED FROM THE
MAROOCHY WATER BREACH

Jill Slay and Michael Miller

Abstract  Supervisory control and data acquisition (SCADA) systems are widely
used to monitor and control operations in electrical power distribution
facilities, oil and gas pipelines, water distribution systems and sewage
treatment plants. Technological advances over the past decade have scen
these traditionally closed systems become open and Internet-connected,
which puts the service infrastructures at risk. This paper examines the

nse to the 2000 SCADA security incident at Maroochy Water Ser-

1 from this incident

res)

in Queensland, Australia. The lessons learn

vies

1 industry-based research agen-

are useful for establishing academic a
das in SCADA security as well as for safeguarding critical infrastructure

components

Keywords: SCADA security, Maroochy Water Services breach

1. Introduction

Great concern has been expressed regarding the security of supervisory con-
trol and data acquisition (SCADA) systems in the light of the breach that
occurred in 2000 at Maroochy Water Services in Queensland, Australia [6, 13]
This paper discusses the Maroochy Water incident and the response to the
incident. Lessons learned from the incident, which have not been widely re-

ported, are discussed in this paper. These lessons are useful for establishing
academic and industry-based research agendas in SCADA security as well as
for safeguarding critical infrastructure components.

2. SCADA Systems

SCADA systems are used for gathering r
and controlling processes in industrial facilities and public utilities, including

ime data, monitoring equipment

neration and transmission sys-

chemical plants and refineries, electrical powe
tems, oil and gas pipelines, and water and sewage treatment plants [9]. Servers,

v, M., 2008, in IFIP International Federation for Inforn
Critical Infrastructure Protection, eds. E. Goetz and S. S|
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FREE-FALL: HACKING TESLA FROM WIRELESS TO CAN BUS

Sen Nie, Ling Liu, Yuefeng Du
Keen Security Lab of Tencent
{snie, dlingliu, davendu}@tencent com

ABSTRACT

In today's world of connected cars, security is of vital importance. The security of these cars is not only a
technological issue. but also an issue of human safety. In our research, we focused on perhaps the most
famous connected car model: Tesla

In September 2016, our team (Keen Security Lab of Tencent) successfully implemented a remote attack on
the Tesla Model S in both Parking and Driving mode.0%) This remote attack utilized a complex chain of
vulnerabilities. We have proved that we can gain entrance from wireless (Wi-Fi/Cellular), compromise many
in-vehicle systems like IC, CID. and Gateway, and then inject malicious CAN messages into the CAN Bus.

Just 10 days after we submitted our research to Tesla, Tesla responded with an update using their OTA
mechanism and introduced the code signing protection into Tesla cars

Our paper will be in three parts: our research, Tesla's response, and the follow-up. We will, for the first time,
share the details of the whole attack chain on the Tesla, and then reveal the implementation of Tesla's OTA
and Code Signing features. Furthermore, we'll explore the new mitigation on Tesla and share our thoughts
on them.

TARGET VERSION

We have successfully tested our vulnerabilities on Tesla Model S P85 and P75. the latest version at that time
was as follows.

Version

M —
Todel S T gw/firmware.rc
P85 v1.1(2.28.60) fileCre 502224ba
P75 v1.1(23223) fileCrc e3deeaab

Table 1 Tested version

REMOTE ATTACK SURFACE
The truth is that we found our browser exploit first, then we think a contactless approach should be achieved.

A Wi-Fi SSID, Tesla Service, is embedded in every tesla car as we know it, and the password is a
plaintext which saved in QtCarNetManager. However, we find that it cannot be auto connected in normal
mode.

At that fime. Tesla Guest came into our sight, this is a Wi-Fi hotspot provided by Tesla body shop and
superchargers.") The information of this SSID is saved in many customers’ cars in order to auto connecting
in the future. If we fake this Wi-Fi hotspot and redirect the traffic of Q=CarBrowser to our own domain,
semotely hacking Tesla cars can be feasible

Besides Wi-Fi tricks, when in cellular mode we believe that phishing and user mistyping can also lead to
remotely triggering our browser vulnerabilities if we build enough crafted domains

Because it’s based on a browser-borne attack, we can say that remotely deliver the exploit without physical
access is only restricted by imagination.

Send Messages to Other ECUs ™7 Send Messages to Other ECUs ™™™

* Fixing the limitation can be easy. * Some ECUs just not responding under driving mode
+ Swap the handler of 0x04 and 0x01 * Broadcasted messages on the bus

* Then everything works fine, for example
* Send command to turn on/off light
* Even when driving

+ Sadly, still limitations

* Certain ECUs will notice the speed and disable danger
functions if necessary
* Possible idea: Stop the speed information from
spreading on the whole CAN network
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IS0 26262 DELHHFTOE R lj ISO 26262 1A% L EEST FOE R lj 2R
1) ~4)ETOEMMREENEFEET S

1) Z207OEREZEDLIIZHE?

[ 7r7rex ) [ 747223 )
, A N/ ——
[ rvome | ((mmomz ) +—— 2)PHFE? EDLSITHE ?
[ YROTFTEAA ] [ YRAEFTHRA ] <« 3)’|'-';F1U7_'4’1E\|]037‘EZ)‘.‘/|*E2%(32'?
v bk (ASIL) b (ASeclL) ASIL EDRRIL ?
BT [ txav7 m0mH | «— 4) REERCEF2LUTAERD

HESHIE?

7E :ASeclL (Automotive Security Integrity Level)
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3-2. BELVEEADOBI(SATHAIILOIRER)?
- BEER S ML X UTARRITE T BT OERBEAOET LG (EHOH)

BLWOTOLR EFaTAOToEx R EORICEFAVT(EPRIETRN(?)

(1ISO 26262-3) (J3061)

- Feature Definition
5 F4TLER 5 7ATLER

'(T NF— RIS THAA Y '_\ [ Initiaion of Cybersecurity Lifecycle } (7 N FARUD A T EAR v |~\ [ Initietion of Cybersecurity Lifecycle ]

(

T4V REHFRUNS— FERI

(702 smgmmu - kas |
[\ )

[ Threat Analysis end Risk Assessment ]

)

Threat Analysis and Risk Assessment ]

BV T

Cybersecurity Concept

TAIBRERO

141 RREROGE
W)

T44ASIL RURSEBORE Cybersecurity Concept

[ Identify Funcional Cybersecurity Requirements ]
' R . 3 [

342 BRERLEROFE

[ |dentify Functional Cybersecurity Requirements ]

I Inifial Cybersecurity Assessment ]

[ Initial Cybersecurity Assessment ]

\
Concept Phase Review

843 BRTLEROEE

J/
A Concept Phase Review \

ISO 26262, Road vehicles — Functional safety (2011)
J3061, Cybersecurity Guidebook for Cyber-Physical Vehicle Systems (2016)
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33. ZeLtX )T OTARRKES (558)

CREaA T ERE OBRRTOLREE DL AT BN, TEEAS
AT, REHRECH5. 2

o BRLGRENSIN TSN, ENBHREMTITHEL,
s IERITOTIIM, tX )T RBEOREDHER. UTOEXRKICHEE

Al RE,

« ChiozEIC HRLALGHARHEL, FEHLILTHRE,

K. Taguchi, D. Souma, H. Nishihara: Safe & Sec Case Patterns, ASSURE 2015

REQSIHRER
ZtXaTAHSER
(—ARSEE)

act Uni-direction Reference

Item Definition

Hazard Identification -~ reference>> Threat Identification

Hazard Risk Assessment Threat Risk Assessment

Derivation of Risk
Reduction Measures

Derivation of
Mitigation Methods

Zefntxa)Ta
ZEEMRER)

act Interrelated (Subordinate)

Item Definition

Hazard Identification
(include Threat |dentification)

J

Hazard Risk Assessment
(include Threat Risk Assessment)

4

Derivation of Risk Reduction
Measures and Mitigation Methods

!

HAHFER T, FL—FFD
X (FHERER)

actInterrelated (Independent),

Item Definition

Derivation of
Mitigation Methods

Reduction Measures

Trade-off Analysis

M) T8 (DO-326A)
=HRIEL-H

FTA A% ATA
EEUAMAX

SESAMO (FP7)
REBREEF1)TAER
DL—RFF T4

® G
Item Definition Item Definition

| {8 < 23k 3T
[ Threat identification ] (%Kﬂ)

[ Hazard Identfication ]

[Hazara Risk Assessment | [ Treat Risk Assessment ]
Derivation of Risk Derivation of
Reduction Measures Mitigation Methods

]

ARELTHSE
(SafSec#!)

actinterrelated (SafSec)

Loss identification
(Integration of

Hazards and Threats)

RIBFEREL A L SafSec
IZBIT370+REHEIE
Li=%
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3-4. — A RZHE

\

act Uni-direction Reference J

- K& IO ER(E. =R
DEF2)T43#EDO-
326A [2H11BHTAEREME o~
Hﬁ{bbf:ﬁ:bf:%@-@&éo em Definition
\i

e
_,_,.,-F"""FFFF e

T T

e CcCTlE. X UT1HID (Hazard identification J- ~="®""®1€>>_ ("7 rcat Identification |
T—2%. REATIEFA

é*lj‘d:l,\o [ Hazard Risk Assessment] [ Threat Risk Assessment ]

Q

Derivation of Risk Derivation of
Reduction Measures Mitigation Methods
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3-5. EEEHNDTOEX(ISO 26262 PART3):

« 1SO 26262 @) Part 3 (£
7R OT7ateR T XY
T4DHEREOTORRITIED
Ei[P o] fat gz

—f=fL. CZTlL ASIL 1 #EIZ
DVTIFERYH - TUVELY,

« BKIx—AXDFEHX, vX2UT
%ﬁﬂ@%ﬁ’éﬁ“tﬂ?l:ﬁofh

c ZDEHICIK, BRERDRBEY
EtF T BICHET A0
G)QEﬁEtﬁiﬁggL:tiéso

([ 747ne% )

[ "w—sz21xsromE |

[ nﬁ—ﬁX%Nyhnﬁﬁfé%ﬂmﬁﬁ]

\

S

-

L

~

NF=HFIALA RV EDVRITERA Y

“ I

NHF—=F AR DT LA A MER
ERRLIZBEDVAITEAA b

|

S

’~

¥

[nﬁ—¢x4&prnﬁm¢éfemﬁ

]

DEL
i

TEWEE,rLEIMNSIEF YT
HEDE

|

~

S

e

2) K=, BROM
DfE

e, . Xa)Tq
TEAACDHE

4)REHE. ¥
) T4 REE H DR
AN

=

HLLF. A EIZHRLTEFRF L) TN EZRFEY AL TOEX
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3-6. HRRGERANLDIRETTIE

c R2ADNLRBE, CXAVTAEIRERBLETL-HDIDEEZLNS,

(=x®]
ERaUToM | [ Rowm
threat > haz'ard

______________________________

EFaUTOE
threat " REeHE
h azvard
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3-7. EXE07AatEX

c RESTORICAESNI=2/N\TF—FOERERLLZS XA TA LOBEE
AT B,

- ETONY—FIIHL T, BENERIZGELHERTIEELY,

o o REHSHTRE tExaYF AIOTOER
g H K 118
HeexefloroEX e\ — T

. B4 DINY—KIZ
— | INF—FYRF |—— .
) " stLCEBE S

( )
\l

(37 NF—FHFRUURITERALE ) |

[(5742 nmmuny— ks |

( J 51 : FT-ATX]

[ 3TA3ERBRODE ]
| J

[ 274485 U2 ERORE |
\ )

. S

RIEINE=-BREIZHLTE
Fal) ToEEE T
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3-8. KEWBO LT TAHBICLDIREE

c RESTORICAESNI=2/N\TF—FOERERLLZS XA TA LOBEE
AT B,

- ETONY—FIIHL T, BENERIZGELHERTIEELY,

RER / REFHZEICE 5 )50 TOER
e R (DA R 78 HAh R e R al)TF

BEEZENTE f‘cé%*(:ﬁd—%}
— xEEX | BEES

(37 NF—FRHFRUIRIFRAASE )

(742 wmmmruy—Fmm |
\ )

]

[3-?43f€|§§$§0§6}ﬁ] 5‘ 15'] AT
[3744851 pUR2EEORE | ® |
( J ) b
) (1
\|/ ey R
N

3-8 #EEREa VLT b

(2542 marmezROBY |
—_— RIESN-BREI-LTE
: 3843 wﬁgﬁégsﬁmaﬁ: -#':L IJ—T—,{*%*ﬁjéﬁ II:I:II
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3-9. FL—FATJZAN-TAEX

act Interrelated (Inde pendent}/

« BHEN-REBEREELFLITAE ®
RO —FF I3 HERRET S,

« FL—RA IR L, BARBLARIL TR T
BﬁTé%‘;b§567b§ (ﬁ“ : 7—#7_'7 ¥ | Hazard Igentification | | Threat 1dentification |

YLAR))), CCTIE BRURILTEE _ X
HTBoEEBELTLS, ==

k'
[Derhﬂatinn of Risk ] Derivation of
R
eduction Measures Mitigation Methods

« SESAMO 7RV IMIEITHN — ~
FAFoODEZFEERA, e

[ Trade-off Analysis ]

&

SESAMO:
Born, M.: An Approach to Safety and Security Analysis for Automotive Systems: SAE 2014 World

Congress and Exhibition (2014)
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http://sesamo-project.eu/

3-10. 7OERHEEITDOVNTDESEDEF

« TORADMEITOVTIK RAGERAAHLHY ., BEE RALGBERHOSRAT
NIThndIeENFEINSD,

c HMEDE R
- =TT 45
—t—DF 1 tEX YT DRAFIIER

« FEEDLAIL
- EXnNEH
—i‘znn

- FAFaRFIIKTE

v inZERE L FllfEHEH (5] PLC) TlE. AR ORMIKIBIZEL S, J:U7'f
rOTAMNETAERO, Ml TARGE . FOEE, T, BEHIC
. BRRELRNIILOTOCALREINEZZENFTEINDS

copyright@2017 CAV Technologies Co., Ltd. all rights reserved.



R

4

copyright@2017 CAV Technologies Co., Ltd. all rights reserved.




EES

- ERR

thinl

éj\

il

REICIE. COESLIKR
BR | ReLan, FFHEEL
<. B4 OBEEERELT
AFHEDHHRIE

\

\ Eai—-9oI5—
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4-2. IEC 62280-2 [ZHI(TH)RIT7HEAA A AH
BARELTRENT=, FT (Fault Tree) FCh TR M ?

C.4.2 Hazard analysis

Accident
r=10"H"

2

|

Collision Collision
between trains with obstacles

L > ) Other L > ]
B r=10%n" (1) r=10% 1" (2)

‘ > 1 Section Emergency Message

| occupied condition delayed Key:

2 1 | OR gate

Rand
\ & AND ate
H/W &% IEC 2682/02

NOTE Preferred symbols according to IEC 61025.

Masquarade
essage
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4-3. HEKR 7T (ATTACK TREE ANALYSIS)

« ATA (Attack Tree Analysis)I&. B. Schneier [1] MEEIhI-EEHNI TS,

« REPWIZBITEZOHFEETHS FTA (Fault Tree Analysis) ZEF )T DEB SIS
A (ZXE—D#EIRAD

c RBOFREZHREOEWVANLG, SYHMBEFRANEDBEL, EDOURIDERVESTYT
BFER(MNTFIVORMAER) . REOEAADOEICAAHEIIZES T HEAHES,

- FTA EELRY, ATA DFBE. EDEIIVRIDTEAAINETEINMMIZLDRENHY. —
BERIIRESIL =1 DL FELY,
- EDNIHLFMEBERZESDHAIMNCAEDY (HEBIIEEREZZTEIEVVDIIEELZA) &
« ATRID¥E 2L/ T—3Y,

- X 1YTAEREDIBAEHHE (Attack Defense Trees +° Attack Countermeasure
Trees ),

-HLW—RERF. 5], HE) PARUNDORBERERX (FS7KRK),
« FTA ([2]) LELY ., EEREIIFEELALLY,

s RENTEBRBITOHEDT=6OD FT L AT ZHELEFEORENHD,

[1] B. Schneier: Attack trees: modeling security threats, Dr. Dobb’s J 24 (1999) pp21-9.
[2] IEC 61025: 2006: Fault Tree Analysis
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4-4. AT DiELE

« IEERRIR (K vs T357)
 Brfll AR B LL[F2H ) ToEKR)

— Attack Defense Trees [1]
— Defense Trees [2]
— Attack Countermeasure Trees [3]

- RELDIHE
— Fault Trees & Attack Trees ED#fEE [4, 5]

[1] B. Kordy, S. Mauw, S. Radomirovic, P. Schweitzer: Foundation of Attack-Defense Trees, FAST
2010, LNCS 6561, pp. 80-95, 2011, Springer.

[2] K. Edge, U. Major: A Framework for Analyzing and Mitigating the Vulnerabilities of Complex
Systems via Attack and Protection Trees, PhD thesis, 2007

[3] A. Roy, D. S. Kim, K. S. Trivedi: ACT: Towards unifying the constructs of attack and defense
trees, Security and Communication Networks, 2011:3:1-15

[4] Steiner, M., Liggesmeyer, P.. Combination of Safety and Security Analysis — Finding Security
Problems That Threaten The Safety of a System. In: Workshop DECS (ERCIM/EWICS Workshop
on Dependable Embedded and Cyber-physical Systems) (2013)

[5] I. N. Fovino, M. Masera, A. D. Cian: Integrating cyber attacks within fault trees, J. Reliability
Engineering and System Safety, 94 (2009) 1394-1402
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4-5. R EtF ) T1 DR ITDFFE

FIHREARIBETE. Fault Tree 1
HEREOHARDLEICHL T,
rXX’\O)ﬁEA{ BR2IRICFIA XN S Attack Tree
/_/\ (AT) Tl¥. HEDOFERERT
R Yy 2#ifEE€ 3]
ryy % ey L)
CYYHREMET S R :

MEEE- AR | | BOEEIAEN
f:FT @l:AT

RRE(HRR. E]M. fh)DHEAEHE EIRI3 WEDLHOFER
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4-6. ZE2LEX 1) TADMEDTTFIE FT-ATR

- ReMUEEHINTEXAVTALOBEBESWT
BFEELLT., FTA L ATA 28T BAEM
REIhTIS,

« EXAMICE, AEORHEELT, £Fa)TsE
DERBZEALEWAARELES,

Attack: A
Event: E, E’ E
— FT
- FT O—#BELT AT ABIhZL1E, ' — R E ﬁ
DTFTIZ, AT KBENBHBEEKT 5,
L. AT OIS FT HRLTEALL., , A
- FT ORI AT NEHBEN DS LIFEFSN D, §
- ThiZ, BRRNICE, KEOFE. FERH N "

— KRz 7HEDSY I I T D/INTRRETH
STLIIEELHYBELLICHET S
- NAWGFRIZCEDEDDHEZHEELESZE(ZE
FRERAR

- ARRBE FT-ATEZERESRZEIZT S,
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SECULIA —=—_"

« SecuLia [t EAMA-To/RO—EDOHRBITHRESA-BESHTY—IL

— Enterprise Architect (Sparx Systems #t) DTS5 12 L TR
- AE
- FT 534
- AT 7341
v CC-CEM & EVITA IZED W=7 ERAVNTHE
VIRYIUFIF (RODIEERE) EX DT ERAVMNE
« FT-AT 247
- FTRoMEATHEHRE
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51. EX2)TA4IZHITRIRITEAAVNAK

« RRIGVATLFHEICIHEC T VRITERAV D =HD ANV I XD EHFESH
TS

-V 7 DMEFIEICET HIRAITERAAVEAR
v'CVSS (Common Vulnerability Scoring System)

- CCEREEIZH L THIA
v CCICEM

c BEDRAVICHETHE=HIC. B (EICERRIE) LTRIASNSEEEHS
- BENE (J-SAE, JASO TP15002: HEIE — [FHRtEX T4 HAER)

v'CVSS -> CRSS (CVSS based Risk Scoring System)

v ISO/IEC 27000 & CC/CEM -> RSMA (Risk Scoring Methodology for
Automotive Systems)
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5-2. CC/CEM

LT OFMERLAL
bh TS,

PiT B BF ]

— Elapsed Time (ET)
=g bei

— Expertise (EX)
TOE D %038

— Knowledge of
system (K)

B
— Window of
opportunity (W)

W
- Equipment (EQ)

BB EFE

EERAVR0GE

2 AT LD

= e

i
o

A S L | S |/ 4
- A =
f

=6H
>6H
—f1% A (Layman)
$iHE (Proficient)
=PFI52 (Expert)
TEHIC B (Multiple exerts)
Z>¥0(Public)
#illER ( Restricted)
=T & (Sensitive)

#52 ( Critical)

T RS 21
{Unnecessary/unlimited access)

=5 (Easy)

1EZ (Moderate)

[EIE# ( Difficult)

#_ (None)

1Z#E ( Standard)

£57k{ L (Specialized)

4% in (Bespoke)

FEHT £ 50 (Multiple bespoke)
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5-3. EH# 3= (ATTACK PROBABILITY)

 Values (#Ff1) =ET+Ex +K + W + Eq

« BHBARUME, 5DODINFGA—2%HF D, ch%E(ET, Ex, K, W, Eq) &&RT
ChoDEZMELE-LOH., TEDERDIEIZES,

« EVITA TlE,. ShoD#F (Values) IZ&Y . INEBHERE 1 Ho 5 TTHERE
THEIL TS,

WFn (Values) ETERI % B 7] (Attack Potential) YR (Attack Probability)
AP

0—9 FA  (Basic) 5

10—13 JLEHA (Enhanced Basic) 4

14—19 5 (Moderate) 3

20— 24 =\ (High) 2

= 25 = kR % 5 (Beyond High) 1
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5-4. ASIL

« I1SO 26262 [ZHLVTIE. ASIL (Automotive Safety Integrity Level) EFEIENS
ATTV)TA4LRILVHBRESNTEY. L TDIDDEFIZKYIRID TR A
hETI,

— R E (Severity)

v’ estimate of the extent of harm (1.56) to one or more individuals that can occur in
a potentially hazardous(1.57) situation

— F 4 S8 (Provability of Exposure)

v’ state of being in an operational situation (1.83) that can be hazardous (1.57) if
coincident with the failure mode (1.40) under analysis

— [B];8# AT gE 4 (Controllability)
v ability to avoid a specified harm (1.56) or damage through the timely reactions of
the persons involved, possibly with support from external measures (1.38)
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5-5. JROTERAU M X1 TAHLREANDEE

« [BIB¥ATREYE (Controllability) [& MISRA DREHARSAVICEYRESNF=EDTHY. Driver in the
loop ELNSHIFHIETILICETUVTLNVS,

([2] p41, Figure 4.5: “Driver in the loop” model of vehicle control systems 5|F)

/ Physical \

\_environment ./

Driver Vehicle
— . 2

g2l Driver /" Driver Vehicle control e \l’ehlcle\ / Complete™,
"\ strategy .'\\ control J/' 1 systems | "\5\"5'-‘3"“  — »® » Vehicle ‘:I
— — bf'ﬂ?}:‘/ .'\,,__behaviou[,/.
/ raffic ™, L P —
\environmen/ @y

—l— X E

« BIR(T, B, TL—F, 7UELF, FSAN\—D EENEDREICF ARRELGHEEICHL T, HBShHS
ERURAIDOFHIENEDLSHEICES,
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5-6. ATA [CHETDIVRITEAAVFAR

c T EAAVMARICBULWTEEL A (—BEHR)

- EDXIGNVRVZFEIT HMIKY ANV IR (RBELTDRN) VY
R)FEED,

c FRAAVTEDI=ODZDOEELER
- RIE ) —R (AWML, EARAKEARUR) ADSEH{E
B DHE
_ATADEEBEE (BLIEKRM TET 354 4l EVITA)

« CC Tl EVITA [1] DEFRXREBNT 5,

[1] Deliverable D2.3: Security requirements for automotive on-board networks
based on dark-side scenarios, 2008
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5-7. EVITA JO>x/OREE?

« EVITA (E-safety Vehicle Intrusion proTected Application) [1] (33—
Ov/RDFP7 [2&YZiESNT=. BRIEOEARYFI—VIZEET SV
R—R BB T, EX20 T+ LOBENSRESNSD, TOMA
T7—XTOFvORE . REED=HOHMRTOD LI,

« EVITA OFRO—DIE. ATZRUVT., EEICEMG XA T ohEE
L. ENICEINWTEX )T HBBED EHE1T-oT=,

« AT DEFa)T4AM) YOI XIE Common Criteria (CC) (1SO 15408) M
CEM OETFDBIERISALLNATINS,

~CC-CEM [&. CC IZHB I+ M55 M D= D EZE [2],

[1] http://evita-project.org/

[2] B AT ) T/ D= D LEAE FFEAX 20124698 /N—323.1
ET 54k . CCMB-2012-09-004 (Common Methodology for Information
Technology Security Evaluation @ HZA:EkR)
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5-8. EVITA i AT 7tzRXA M3l

s F— DEEH
- ORZ —Hk & max

— AND#4 —k I min
s TRIZEFHEERTIVIARIDERX DERK

- AP = EHEE : (ET, Ex, K, W, Eq) = #270

AP=5 AP=1
OR = max AND =min
AP=5:(2,0,3,1,0=6 AP=1:(7,6,3,4,7)=27 AP=5:(2,0,3,1,0)=6 AP=1:(7,6,3,4,7)=27
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5-9. 7 T4 TL—FHEENDHE(2)

SM = (5) ::

class EVITA - 09 Attack Active Brake Function/

2BBTL—FHEEEETE
)

RE IR FE & 11

SM =(0,0,3,0,0) SM=(0,0,3,0,0)

SM=(17,6,644)

- THETL—FHEZETIEHIHE

-IRIBICEAT HIEMERFETDES
VIRIRICEI 2o —ZiRfE

VERNBEIZBLVTEE, W&,
RE. BAVITLAIZEY, IR
RICEHT AEaEL-TEHRER
.d—
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5-10. FT-AT

IZHETHBIVRITEAA R

L AR

« B2AI(FTA) EEX ) T4l (ATA) TIE VRIDTERAV AN HD XD

- FTA(BEfER)
- ATA (IR HESR)

c FEEERSML L2 TAIREICHERBHEN, AN VIR ETE
NEEDESISERRL, BEEHET 0OV TIERRTIERL,

s ZOESHEBAID, FT-ATRIZBEWTIZLLTOESIZ, BEARUMIELT
EREflEEXR )T IO ABEEZRNSELSICITERATINATINS,

/—R&fE

At

Event[P, | |#fEA < h EICBWTHIERP OLZRET 58556

Attack (AP)

BEEA N | Attack DB R =R

Event [ P, AP]

BfEA X b Event NHfE=R P & WEMER AP ¥R T 555
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5-11. FT-ATRIZB 137 R AUNTE

s FTRIZEW T, AT ERINTIBZBED T RAAVMIREDOARK

« ZCTF-AND (& FTRIZEITS AND 7—FERLTLVS(ZZTIX AND &
—rDEEDOAHZEHA) .

cATHIDBEEF Q 1. ATHIO AND-Y—FDBEEFEZRLTULS HIZIZE,
EVITA J&TIE min)

[P, SM®SM’]
A X F—F st 520
[P, ]F-AND[P’, ] [P*P, ]
[P, ]JF-AND[_,SM] [P,SM]
[P,SM]F-AND[ ,SM’] [P,SM® SM’ ]
[P,SM]F-AND[P,SM’] | [P*P’,SM ® SM’]

[ P, SM] [ SM’ ]
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5-12.

Jinl

=451 (1)

« COEHH FT

« FT-AT B FT OBEBEE AT OEEEEZHS
Q LI-BREZ 1R,

* FT-AT X FT EAT O#ia4cHABELT-
BRI TR,

Failure of monitoring Failure due to delay of] - AT [j: FT 0) I::ﬂ-S ﬁj\ * & l.t —C i *L é o

function braking function

-AT [ FT OEEDGZFRICE DT RELT
KNDIENH XKD,

- =L BEERIE, AT IZEFENTIER
BELY,

- 7|fTL [T AT DER RELTEENTITES
LY,

—DERHH AT
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1hinl

é_'. 1§|J ( 2) class FT-AT Exameles
(REE, W B e )

5-13.

« D FT-AT B TRENTWADITE,
FTA [CBITHHEEFEL ATA IZEIT
AHNEEEHAINRRIZITHA TN
HRATH5.

« COBPITRINTILNADIL, “Failure
of automatic braking function” [
0.017 DREDHERZFFL , WERHER
(X 4 THHLETHS,

B —

WEHER — |
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5-14. 7 EAAU AR DRTE (B

"' L

(DiFZE)

BEIEEXRICEVLTEH. REEDAN) VIR (ASIL) EEF ) TAD AN VIR
(Security Integrity Level) &, fBDFRIEIZH TS AR I X (CC-CEM) AVETELT:
KiRIZIEDHEFESND,

¢ EDIIGEGEIC. EQLIIC. MEZFRALTITNEISEDRETH 5.

ERof

MEEE ‘

S

1SO26262

ASIL

il

tXal)T«

X)) T4 RE
ASeclL

§ man

B{E F ($5l:v2X)
CC CEM

ASeclL (Automotive Security Integrity Level)

-

— o

¢

ISO (SAE J-3061 + DNV)

C2C-CC

ETSI
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HENYIZ
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