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= ® Gather Information - (118)

= [ Excavation - (116)

@ [dl Interception - (117)

= [¥ Footprinting - (169)

= [l Fingerprinting - (224)

@[l Social Information Gathering Attacks - (404)

m [l Information Elicitation via Social Engineering - (410)
@ ® Deplete Resources - (119)
= ® Injection - (152)
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Mitigation
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Sample Mitigation

* Mitigation #32, Rasterization Sendce perfomms the
fallowing mitigation strategies:
1. OM s walidated and chacked by (componant] befane
teing handed ower to Rasterization Service

Standard Mitigations

2 The rescusces are decoded and validated by interacting
subsystems, such as [foo), [bar), and [boao]

1. Rasterization ensures that if there are any resgurce
problems witile loading and converteng Db to rashe
data, it rebums a proper error code

4. Rastenzation Service will be thomoughly fuzz tested

(Comment: Fuzzing isn't & mitugation, buat it's a greal thing o
plan as part 4]
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SME INDIVIDUAL FUNCTIONAL AREA SCORES SCORES RESULTS
ENDPOINT/ COMEINED TIER
DATA SME CORE SCORE TARGET RISK

IDENTIFY POLICY NETWORK PROTECTION IDENTITY OPs APPs AVERAGE GROUP |smeanpcore SCORE GAP

Business Environment 3 3 3 2 2 3 2 2 3 1

Asset Management 3 2 2 2 3 2 3 3 3 li]

Governance 3 2 3 2 2 2 2 2 2 o

Risk Assessment 2 2 2 3 2 _ 2 3

Risk Management Strategy 3 2 2 F 3 2 2 4 (-
)

PROTECT /

Access Control 2 3 T S 2 3 2 3 2 2 3 1

Awareness/Training 2 L 3 = 3 3 3 3 3 4 1

Data Security 2 7  Mapping highlighted outliers 2 2 3 3 3 0

Protective Process/Procedures 2 and major differences 2 2 2 2 4 -

Maintenance 3 2 3 1

Protective Technologies 2 2 3 1

DETECT

Anomalies/Events 2 2 4

Security Continuous Monitoring 2 2 4

Detection Process 2 3 3

Threat Intelligence 3 3 3 [i]

v
HFY—

!
18 58 OO i

The Cybersecurity Framework in Action: An Intel Use Case,
0 20154, Intel Corporation
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FAIRE(

Factor analysis of information risk (FAIR) Is a taxonomy
of the factors that contribute to risk and how they affect
each other. It is primarily concerned with establishing
accurate probabilities for the frequency and magnitude of
data loss events. It iIs not a methodology for performing an
enterprise (or individual) risk assessment.!1

FAIR is also a risk management framework developed by
Jack A. Jones, and it can help organizations understand,
analyze, and measure information risk according to
Whitman & Mattord (2013).

https://en.wikipedia.org/wiki/Factor_analysis_of information_risk


https://en.wikipedia.org/wiki/Risk_factor_(computing)
https://en.wikipedia.org/wiki/Data_loss
https://en.wikipedia.org/wiki/Factor_analysis_of_information_risk
https://en.wikipedia.org/wiki/Factor_analysis_of_information_risk

FAIRIZEE9 5K

MEASURING
Jack Freund, Jack INFORMATION RISK
Jones “Measuring
and Managing
Information Risk A
FAIR Approach”

Elsevier, 2015

[EEM RV TEBIBIICIRWVEEREO R EEREEEL. €
UTHILVBEZRAVWTIRID DT RODEILGHELREINT
LD, | 77


https://www.amazon.co.jp/Measuring-Managing-Information-Risk-Approach/dp/0124202314/ref=sr_1_1?ie=UTF8&qid=1480473216&sr=8-1&keywords=Measuring+and+Managing+Information+Risk%E3%80%80A+FAIR+Approach

FAIR INSTITUTE MISSION

The FAIR Institute is a non-profit organization made up of
forward-thinking risk officers, cybersecurity leaders and
business executives that operates with a central mission:
Establish and promote information risk management
best practices that empower risk professionals to
collaborate with their business partners on achieving
the right balance between protecting the organization
and running the business.

Factor Analysis of Information Risk (FAIR) is the discipline,
the framework, and the driver behind our mission.

http://www.fairinstitute.org/mission
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« Thomas L.
Norman “Risk
Analysis and
Security
Countermeasure
" CRC Press,
2016

: Thomas L. Norman
~ 7 N CPPPSPICSEC



https://www.amazon.co.jp/Analysis-Security-Countermeasure-Selection-Second/dp/1482244195/ref=sr_1_fkmr0_1?ie=UTF8&qid=1480473439&sr=8-1-fkmr0&keywords=Risk+Analysis+and+Security+Countermeasure%E3%80%80A+FAIR+Approach
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YAN—FIIF—

Lockheed Martin: Intelligence-Driven Computer Network
Defense Informed by Analysis of Adversary Campaigns
and Intrusion Kill Chains (ICIW2011) (201143A8)
[EFIETHRETIHE]
"Advanced Persistent Threat” (APT)
[€FI)

1) Reconnaissance ({8 28)

@2 Weaponization (E2%{t)

@ Delivery (EgsX)

@ Exploitation (B[ E)

5 Installation (> A=)

® Command and Control (C2) (:EPFEHl#)

) Actions on Objectives (3EfT)

http://www.iwsec.org/mws/2012/presentation/2A1-3-slide.pdf

—

82



CYBEX

e [TU-T Q.4/17: X.cybex

(Global Cybersecurity Information Exchange

Framework; Y r/s—tF 1) 15/ 7L —L

7—7)

- HBEEERAVT. 70-1\IHD21L) =LY 11—
tF*1)TF1I5 DRI, SFRALSUIC, HHEERAEXR
§BR=HN7L—LI7—U&KIRT D=8, REEEIIRTE
RSVl T MR ND7r—2vh, BESHRLE
OEMEERICOVWTIRE(LEEH TS,

BiE 55 1 SR B (X.cpe. X.cce. X.cve. X.crf. X.oval.
X.cwe, X.cvssi&) . 1T EBEE (X.cee.
X.iodef, X.capect &) OFi@{TErD H 3.

http://www.iwsec.org/mws/2012/presentation/2A1-3-slide.pdf 83
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Taxii& &

e TAXII(FRENIEEEER B NS F B, Trusted
Automated eXchange of Indicator Information

JIEBRIBHRD X7 HEnE LR IR TR T
%)'S'iﬂﬂiﬁf'?'

o« TAXIIMSTIXFeRK DAL T YDHEHHR—
THENDIOIGNRETEZHEEENS L\'cﬁ’yb\
CERBIZIEZ T IDA—T YN TCIEREERE T B
ZENTEFT . LALIREDEEIZE LTI,
TAXIERE ESTIXEE . ZL TCYybOXMDEEZ
HHAEHETHERITHION—HRRITY,

https://asmarterplanet.com/jp-security/blog/2015/07/80.html|


https://taxiiproject.github.io/
https://taxiiproject.github.io/
https://taxiiproject.github.io/
https://taxiiproject.github.io/
https://taxiiproject.github.io/
https://taxiiproject.github.io/
https://taxiiproject.github.io/
https://taxiiproject.github.io/
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